ARGYLL AND BUTE COUNCIL AUDIT COMMITTEE
FINANCE 8§ NOVEMBER 200}

REVIEW OF INTERNAL AUDIT: SUPPLEMENTARY REPORT - DR A MIDWINTER

1. SUMMARY

Dr Midwinter has issued his supplementary report following the Accounts Commtission
report on Internal Audit “4 Jeb Worth Doing — Raising the Standard of Internal Audit in
Scottish Councils " - copies of these reports are attached.

The Accounts Commission report places Argyll and Bute in band 4 (the lowest band in
terms of non-compliance with the Code of Practice on Internal Audit). Dr Midwinter
points out that this is not a situation the Council can accept, but the report is already dated
as the Council has already taken action on several of the issues. He makes reference 1o six
critical factors (on page 8 of the report) and points out that the establishment of the Audit
Committee and the implementation of his repert enhances the Council’s position with
regard 1o terms of reference/objectives; independence; resourcing; and accountability
arrangements.

The formation of a partpership arrangement on the delivery of internal audit services. as
approved by the full Council is intended to move the internal audit service forward quickly
including compliance with the Code of Practice on Internal Aundit. [t is planned to
commence the partnership arrangement in January 2002, following a tendering exercise.

2. RECOMMENDATIONS

2.1 The Audit Commitiee note that the Accounts Commission report highlights key
weaknesses in the arrangements for internal audit in Argyll and Bute and note alse
that progress has already been made in tackling these weaknesses by implementing
Dr Midwinter’s recommendations including the move towards forming a partnership

arrangement,

2.2 The Audit Committee monitor the position to ¢nsure that objectives are being
achieved,

2.3 The supplementary report prepared by Dr Midwinter be submitted to the Accounts

Commission together with the minute of this committee meeting, to demonstrate the
Council’s commitment and response to the report.

Stewart McGregor

Director of Finance
8 Ociober 2001

reports/8novsmgaudcommittee Drv idwinter






ARGYLL AND BUTE COUNCIL
Best Value Review of Internal Audit: A Supplementary Report

Purpose

1.  The Accounts Commission study of internal audit arrangements has
now been published, and the purpose of this supplementary report is

to advise the council regarding its implications for Argyll and Bute.

Summary

2. The Report — A Job Worth Doing — Raising the Standard of Internal
Audit in Scottish Councils — assesses the extent to which councils
comply with the CIPFA Code of Practice for Internal Audit in local
government. It concludes that all councils need to take action to
improve internal audit, both in terms of compliance with the Code of
Practice, and to meet new challenges such as Best Value. In
particular, where the room for improvement is significant (as in the
case of Argyll and Bute) they advocate a fundamental appraisal of

optiens, including market testing.

3. The methodology is based on interview fieldwork, and whilst some
statistical data is presented, the judgements made are essentially
qualitative. They confirm my own conclusions regarding structure,
resources and workload, and raise others regarding audit practice.
The auditors use 97 tests, and summarise their findings into 15

statements of good practice, and six critical factors for success.



Councils were grouped in four bands, and Argyll and Bute placed in
Band 4 - Councils that generally do not comply with the code
(scoring less than 48%).  Argyll and Bute Council is assessed to be

below standard in eleven of the fifteen tests.

Observations

4, Obviously, this is not a situation the Council can accept, but the report
is already dated, as the Council has already taken action on several of

the issues through my own report. These are set out below;

5. The report confirms my own judgements over resourcing and
workload, and the need for effective internal audit as part of sound
arrangements for financial administration. Whilst the report shows
the council as having the seventh highest ratio of internal audit staff to
council employees, (Exhibit 3, p 17) it also confirms that the staff are

less qualified than the norm (p 18) and lack specialist IT and VFM
skills.

6. Tt also shows that Argyll and Bute has the fourth largest workload in
terms of days planned for systems and regularity audit (Exhibit 13,
p 31), providing a combination of less qualified staff, overambition in
workload, and lack of invelvement in non-internal control tasks such

as Best Value Reviews, VFM; consultancy, and risk management.

7. The plus points are that the council has ensured the independent status

of Internal Audit; has clear reporting arrangements; and the Chief



10.

11.

Internal Auditor promotes and maintain professional standards. |
would disagree with the reports judgement that Internal Audit has the
necessary organisational status to perform effectively. In my
experience the Chief Internal Auditor has, and that implementation of
my recommendations will enhance the status of the service as a

whole.

Looking at the six critical factors {(p 8§) the establishment of the
Internal Audit Committee and the implementation of my report will
enhance the Council’s position with regard to terms of
reference/objectives; independence; resourcing; and accountability

arrangements.

The two crucial factors where improvement is necessary are in Audir
Planning and Management; (Factor 3) and Moniforing (Factor 4).
The new partnership agreement must specifically address the
weaknesses in planning;  risk assessment;  monitoring and
implementation; and performance management; and must provide
the necessary management and analytical skills and enhance staff

training and development.

It is for the Audit Committee through Internal Audit to develop a
mechanism with the Council whereby corporate lessons are learnt, and

implementation of recommendations achieved.

The Council should be clear that this report uses a Code of Practice to

stimulate improvements, not attack failure. The purpose of such



12.

standard setting is to take practice forward, and professionals do not
set standards which are already met. In commissioning my report,
the Director of Finance has shown that he is not complacent, but keen
to make positive progress. The Accounts Commission will welcome
this, and I would advise the Council to pass this report to them for

information .

The final point to make is the confirmation in the report that the role
of Internal Audit is expected to change fo support “corporate
governance and performance™ through active participation in Best
Value Work where expertise in systems can assist. Internal Audit is
also expected to ‘challenge the status quo’ and ‘support continuous
improvement’, A word of caution is necessary here. Argyll and
Bute is a small council with limited resources. In my view, in the
short-run it would be better for Internal Audit to be involved in
corporate BV/VFM exercises than carrying these out directly.
Moreover, the Audit Committee needs to reach a view and make
recommendations to the Council on Accounts Commission VFM
Studics on an independent basis. My understanding is that responses
to such reports are handled departmentally at the moment. It would
be sound practice to have an audit view on such reports in terms of
efficiency, VFM and wider corporate lessons for the Council and the
Committee needs to consider how this will be achieved. (i.e. through

the partnership agreement, the Directar of Finance ete).



Conelusion

13.  The Accounts Commission report highlights key weaknesses in the
arrangements for internal audit in Argyll and Bute. The Council has
already made significant progress in tackling these, and further
improvements in audit practice will result from the new partnership
agreement. The position needs to be closely monitored to ensure

objectives are being achieved.

28.8.01 Professor Arthur Midwinter
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The Accounts Commission

The Agcounts Commission 15 3 Statutory, independent body, which through the audit
process, assists local authorities in Scotland 1o achieve the highest standards of
financial stewardship and the econornic, efficient and effective use of their
respurces, The Commission has five main responsibilitias:
B securing the external audit
= following up issues of concern identified through the audit, 1o ensure satisfactory
resolutions
reviewing the management arrangements which audited bedies have in place to
achieve value for money
carrying out naticnal value for money studies to improve economy, efficency and
effoctiveness in local government
issuing an annual direction to local authorities which sets aut the range of
performance mnformation which they are required to publish. '

The Commission secures the audit of 32 councils and 34 joint boards (ncduding
police and fire services). Local authorities spend over £9 billion of public funds a year

Audit Scotland

Audit Scotland is a statutery body set up in Apnl 2000, under the Public Finance and
Accountability (Scotland) Act 2000. It provides services to both the Auditor General
far Scetland and the Accounts Commissinn, Tagether they ensure that the Scottish
Executive and public sector bodies in Scotland are held to account for the proper,
efficient and effective use of public funds.

Audit Scotland prepares reports for local government on behalf of the Accounts
Commission.

The Commission welcomess comments and enquiries about its reporis. Comments on
this report should be directed to John Linceln, Martin Christie or Douglas Black, in
Performance Audit, Audit Scotland.
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Key points

The study assessed the level of councils’ compliance with the

CIPFA Code of Practice for internal Audit in Local Government ...

.. when assessed against the CIPFA Code, we found that there is room for
improvement in all councils, but some performed significantly better
than cthers.

.. Comhairle nan Eilean Siar, East Ayrshire, East Renfrewshire and West
Lothian almaost fully complied with the Code.

« Argyll & Bute, East Dunbartonshire, Inverclyde and Shetland complied
with fewer than half of the standards in the Code.

. .. almost two thirds of councils (20) complied with more than 70% of the

standazds in the Code.

Councils invest £9.3 miflion a year in internal audit services,
emp!aymg 265 staff ..

. thete is considerable variation in the number of internal audit staff
employed among councils of similar size.

. every Scottish council has its own internal audit service resourced by in-
house staff. This contrasts with the NHS where consoriia of in-house staff
provide internal audit services to eight health board areas. The private
sector provides internal audit services in the remaining seven health board
areas.

Features most cammonly found in the better performing councifs,
which were usually absent in the poorer perfarming councils,
included ...
.. the presence of an audit committee, or equivalent, v hold internal audit
to account and ensure agreed audit recommendations are inplemented,
' ... the use of comprehensive risk assessment to determine the council’s
. imternal control priorities and the work of internal audit.
. a richer skill-mix, which may be reftected in above-average unit staff costs,
but not necessarily higher total andit costs.
. annual reporting by the chief internal awditor giving an overall assessment
of internal controls.

All councils need to take action to improve ...

.. effective internal andit sections can Iook forward 1o the challenges and
opportunities presented by the greater use of audit committees, the
propesals to introduce internal control statements, the growth in
e-commerce, and Best Value.

.. all councils should use this report, and their local external audir reports,
to achieve full compliance with the Code.

.. where the room for improvernent is significant, there is a strong case
for councils undertaking a fundamental appraisal of options for securing
effective internal audit provision, inclading testing what the market might
provide.

.. external auditors will be monitoring council improvernent actions.

A job warth doing 1
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A job worth doing

Executive summary

Background

The Accounts Cemmission aims to easure that all councils achieve the

highest standards of financial stewardship, governance and public

accountehility. However, in recent vears, there have been a number of

instances where external auditors of councils have reported wealnesses in

internal audit. The Comrnission requested Audit Scotland to carry out this

national study to:

®  establisk a clear pictiere of the performance of internal audit services in
all councils in Scotland

m  provide benchmarking data to support continuous improvement.

Council performance was assessed against the standards set by the CIPFA
Code of Practice for Internal Audit in Local Government.

Local autherities’ investment in internal audit services

Every Scottish council has its own internal audit service resourced by in-
house staff (with Comhairle nan Eilean Siar having 2 partnership agreement
with a private sector firm 10 provide quatity control). This contrasts with the
INHS where consortia of in-house staff provide internal audit services to eight
health board areas. The private sector provides internal audit services in the
remaining seven health board arcas,

The tatal amount invested in internal audit in all 32 Scottish councils is

£9.3 million — about 0.1% of aggregate council expenditure. There are 300
full-time equivalent (FTE) established posts af which 265 were filled at the
date of the study. Ten councils also provide internal audit services to other
public bodies, for example, local police, fire and other joint boards. This work
accounts for between 2-5% of total internal audit staff time in the councils
concerned, There is considerable variation in the number of internal audit
staff employed among councils of similar size.

What internal audit does

Internal audit is an "independent appraisal functicn established by the
management of an organisation for the review of the internal control system
as a service to the organisation, It objectively examines, evaluates and reports
on the adequacy of internal control as a contribution to the proper, economic
efficient and effective use of resources’.

All internal audit sections undertake broadiy similar ypes of work, This
invelves reviewing and testing the intetnal controls of key financial and non-
{inancial systems, investigating any frauds or irregularities and, in some
councils, specialist computer audit and contzact audit work (Exhibit 1).



| Exhibit 1: Internal audit workload

More than threg-guarters of internal audit time is spent on internal control tasks,
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How we assessed councils

The approach and methodology was developed in consultation with the
study advisory group, the Scottish Local Authorities Chief Internal Auditors'
Group, and a panel of external auditors. It involved identifying critical
success factors for internal audit and establishing a framework af issues to be
used in assessing the level of council compliance with the CIPFA Code.

Six critical factors were identified (Fxhibit 1), with these being supported by

15 statements of good practice and 97 tests on individual council processes
and outcomes (Exhibit 3).

| Exhibit 2: Critical suceess factors

The study identified six critical success factors for internal audit,

1. Setting clear and properly focused objectives for internal audit
Matintaining internal audit independenca

Pianning and cantrolling the work of internal audit
Resourcing the internal audit work programme

Having effective reporting and fallow-up arrangements

oW A W N

Holding internal audit 1o account for its performance

I Sayrge; Audit Scotland

A job warth doing



A job warth doing

Exhibit 3; Structure of the assessment

Fifteen staterents of good practice and 97 tests on councit processes and outcomes
support the six ¢ritical success factors.

Six Fifteen Ninety-seven
critical success statements of tests on individual
factors good practice council processes
- - and outcomes
eg, Having effective eq, Internal audit
reporting and has clear reporting &g, Internal audit
fokow-up armangements that produces ciear,
arrangements. provicle concise and
management with consiructive written
af opirnion on the reports.
adequacy of

internal control.

|— Source: Audit Scotia nﬂ

External auditors conducted their independent assessments in February
2001, based on interviews and evidence gathered from each council’s chief
executive, director of finance and chief internal auditor. Client surveys of
managers in ¢ducation, housing, and social work services were also
undertaken to obtain their assesszpent of mternal audit performance in their
service area,

How councils performed

The study found that there is room for improvement in internal audit in all
councils, but some councils perform significantly better than others

{Exhibit 4). Councils are grouped according to their assessed level of
compliznce with the Code and iisted in alphabetical order within the four
performance bands. The better performing councils tend to perform well
across the board, whereas councils in the lowest band of performance tend to
perform poerly in most areas.

No councii complied completely with the Code, but four councils -
Combhairle nan Eilean Siar, East Ayrshire, East Renfrewshire and West
Lothian were found to comply most fully (over 85% compliance). The
conncils with the lowest level of compliance with the Code were

Argyll & Bute, East Dunbartonshire, Inverclvde and Shetland {below 50%
compliance), Twenty councils complied with more than 70% of the
standards in the Code,



| Exhibit 4: Extent of council compliance with the CIPFA Code of Practice

All councils need 1o improve their compliance with the Code, Councils in bands 3 and 4 have the most to do.

Level of council compliance with the Code

Least Most

40% 0% 60% 70% 80% 0% 100%

; : = : : 1 —
Continuous improvement
Band 1
Band 2
Band 3
Band 4 - . e e e e i«

Band 4 Band 3 Band 2 Band 1

39% - 48% 54% - ET% 72%-81% 85% . 0%

Councils that generally Coundils that partiaty comply Councils thay Coundils that most fully

do not camply with the with the Code generally comply comply with the Code

Code

Arayli & Buts

East Dunbartonshire
Inverclyde

Shetland kslands

Clackmannanshire
Falkirk

Midlothian

Morth Ayrshire

North Lanarkshire
Orkney lslands

Sauth Ayrshire

yest Dunbartonshire

Mote: Councils ane hsted 1n alphabetical orger within eacn performance band.

with the Code

Aberdeen City
Abardeenshire
Angus

Dumiries 8 Galloway
Dundee City

East Lothian
Edinburgh, City of
Fife

Glasgow City
Highland

hioray

Perth & Kinross
Renfrewshire
Scottish Borders
South Lanarkshira
Stirling

Comharrle nan Eilean Siar
East Ayrshire

£a51 Renfrewshire

West Lothian

Saurce: Audit SCotland |
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The support and commitment of councillors, senior management,
particularly the director of finance and chief executive, are key factors in
developing an effective internal audit service. Some features most commaoniy
found in the better performing councils, which were usuatly absent in the
poorer performing councils, included:

The presence of an audit committee, or equivalent, to hold internal
audit to account and to ensure agreed audit recommendations are
implemented.

The use of comprehensive risk assesement to determine the council’s
internal control priorities and the work of internal audit.

A richer skill mix, which may be reflected in above-average unit staff
costs, but not necessarily higher total audit costs. There is a significant
correlation between the assessment score and the cost per audit day
(r' = 0.49).

Annual reporting by the chief internal auditor giving an overall
assessment of internal controls.

The assessments highlighted a number of areas where improvement actions
are required in a significant number of councils. For example:

In 15 councils, the line-management arrangements for chief internal
auditors did not comply with the Code (ie, their line manager was at a
lower organisational level than the responsible finance officer). In these
councils, there is a risk that the status and independence of the chiel
internal auditor may be compromised.

In ten councils, internal audit did not maintain open channels of
communication with members.

16 councils did not have defined contro! objectives for all major systems.
11 councils did not have an adequate anti-frand and corruption strategy.
Internal audit zime spent on systems and internal controf was more than
10% under-budger in 14 councils.

18 internal audit services did not use the results of follow-up work to
update their risk assessment.

In ten councils, the chief internal auditor did not co-ordinate and
review the training and development requirements of their staff. In 13
councils, there was no induction programme for new staff.

In nine councils, there was scope for chief internal auditors to further
develop their use of performance indicators to measure the performance
of their service.

The assessments also highlighted a number of areas of good practice. For
example:

Over 90% of service managers surveyed felt that internal zudit
recommendations were concise, clear and constructive.

Service managers were generally satisfied with the time taken by internal
audit to submit its draft and final reports.

Internal audit generally had good working relationships with their
external auditors, inspectorates and other review agencies.

Standards of professional and ethical behaviour of internal audit staff
were high across alt councils.

Five councils had independent accreditation {eg, IS0 9000 or 9002),
which can assist in ensuring that the appropriate standards are in place.

Opportunities for the future

All internal audit services need (o embrace a culture of continuous
improvement, adopting proven best practice from other public sectar and
private sector organisaticns. Best Value and other initiatives are
fundamentally changing the way councils work and this presents



opportunities as well as challenges for internal audit services. These include:

m  The introduction of audit committees and revised council structures.
Sixteen councils now have audit committees (or equivalent},

m The changing role of internal audit. Internal audit is emerging from its
traditional *policing’ role to developing a mere proactive corporate role.
This changing role demands broader competencies than those of
iraditional audit services.

m  Expansion in the use of ICT, The growing use of e-commerce and
electronic signatures is placing greater demands on councils for expert
skills in computer audit.

®  Getting improved valuee from council resources. There is an opportunity
for internal audit to develop new and improved ways of worldng to
enable it t¢ manage its resources more effectively.

N The likely introduction of internal (financial) control statements {1CS).
These have been successfully introduced in other parts of the public
and private sectors as a means of providing assurance to shareholders or
stakeholders on the adequacy of internal controls within the organisation.
The CIPFA LASAAC Joint Committee is actively considering the
introduction of ICS to local governrment accounts,

However, in order 1o be able and well placed to meet these challenges
councils need to ensure that internal audir is undertaking its core work
effectively.

Challenging councils to improve

All councils have individual reports from their external auditor, assessing
their level of compliance with the CIPFA Code of Practice. These show that
some have a lot to do in raising their standards to those reflected in the Code.
Each council is expected to implement the agreed recommendations
contained in their external auditor’s report.

Where the room for improvement is significant {particularly those councils
falling within performance band 4}, substantial progress is needed i a short
space of time. There is a strong case for these councils testing current
provision against what the market might provide. This would involve looking
at options that would provide a high-quality service that ensures that the
council’s control objectives are met, at acceptable cost, These options would
include:

B buying in specialist skills, for example, computer audit expertise

B entering into consortia arrangements with other councils

® partnership arrangements with the private sector

®  externalising service provision.

Irrespective of who provides the service, the critical factors that uvnderpin a

Best Value internal audit service remain the same. All councils should be

looking 1o develep sound internal conirol arrangements where:

8 councillors are demonstrably committed to supporting the need for a
sound internal contrel environment, inciuding internal audit

® senior managers are demonstrably committed to maintaining, effective
inzernal controls and implementing sound internal audit arrangemernts

w chief internal anditors demonstrably provide an excellent internal audit
SETVICE.

Exhibit 5 provides a checklist that highlights the key messages for an effective
internal andit service. It should help councillors, chief executives, senior
managerts and chief internal auditors to ensure that their conncil has these
arrangements in place. External auditors will be monitoring progress.

A job worth doing



Exhibit 5 Achieving a Best Value internal audit service - a checklist for tounciflors, chief executives, senier managers
| anhd chief internal auditors
[

Critical factors Key enabling faciors

1. Setting clear and properly B s the council committed to establishing an effective internal
focused objectives for internal audit service?
audit

= Does internal audit have clear terms of reference agread by
senicr managemnent and cormmunicated these across the
roieneil?

= [Coes internal audit have a geod understanding of the risks
facing the council, developed in consultation with all service

managers?
2 Ensuring that internal auds is B Does mternal audit hiave direct access 1o coundllars, the chief
independent executive and the director of finance?

®  Poes internal audit have (and is it seen to have] independence
from operational proceduras?

®  [oes internal audit have the right of final edit in submitting

reports?
2 Making sure the work of internal a  Doesinternal audits planned work support the corporate
audit is properly planned objectives of the council?

®  Does internal audit ensure that all planned work reflects the
results from its systermatic assessment of the council’s rsks?

m [oes internal audit plan a sufficient contingency to
accommodate unforeseen work, enabling it to complete its
planned work within time-scale?

4 Making sure intermnal audit is = Does senicr mansgement ensure that internat audit has the
adequately resourced resources required to meet the internal controf needs of the
coundil?

= Does the counal rearuit and train suitably skilled internal
audit staff?

B Has sentor management given authority to the chief internal
auditor to access specialist skills 1o tackle complex areas?

5 Ensuring that internal zudit ®  [oes internal audit report weaknesses in internal control fer
findings are reported and action by management?
followed up

= [oes senior management systematically encourage all
managers to '/mplement report recomrmendations within
agreed time-scales?

= Doesinternal audit report any failure by management to
implement agreed recommendations?

®  Qoesinternal audit provide an annual report, providing an
owverall view an the soundness of the council's internal control

systems?
a1 Ensuring that internal awdit is B Does the council have an audit committee or eguivalent to
held to agcount for s - approve internaf audit work plans?
perfarmance - review internal audit's output and performance and

ensure that it completes its programme of work?
act as a conduit for receiving audit reports and call
senvice managers to account?

= Does internal audit prepare annuat performance plans, setting
out its achievements and targets?

= [oes internal audit maintain an effective performance
manzgement framework ta continuously review and improve
its performance?




1. Introduction

Why look at internal audit?

Scotland's councils are required 1o bave in place arrangements for ensuring

proprieiy, regularity and value for money in their stewardship of public

funds’, It is the responsibility of management to ensure that adequate

internal controls’ are in place to;

®  ensure sound corporate governance

B ensure that their couneil's resources are applied in the manner and on
the activities intended

W prevent, detect and deter frand and impropriety

®  ensure the most economic, efficient and effective use of rescurces.

Internal audit supports management in maintaining sound corporate
governance and internal controls. It does this by independentiy examining
and evaluating council systems, and reporting any inadequacies in internal
contral for action by management.

The Accounts Commission aims to ensure that all councils achieve the

highest standards of financial stewardship, governance and public

accountability. However, in recent years, there have been a number of

instances where external auditors of councils have reporied weaknesses in

internal audit. The Commission requested Audit Scotiand to carry out this

national study to:

=  establish a clear picture of the performance of internal audit services in
all councils m Scotland

®  provide benchmarking data to support continuous improvement.

There have been a number of developments in recent years to strengthen
corporate governance and internal cantrel in both public and private sectors.
These developments have had a significant iimpact on the way an internal
audit function should operate.

In the private sector’, these include the Cadbury report, which set out a code
of best practice for corporate governance in listed cornpanies, including the
role of audit committees and internal audit. More recently, the Turnbull
report set out guidance for directors on internal control to meet the listing
rules of the stock exchange, including the need for internal audit and the
requirernent for the board to produce a statement on internal control.

In the public sector, examples include the introduction of internal financial

contral assurance staternents and ardit committees in the NHS, and the

adoption of audit comimittee principles by an increasing number of councils .
in Scotland.

There are a number of recent initiatives in local government that will aiso

have an impact on councils’ arrangements for internal audit including:

#  The Leadership Advisory Panel {LAPY, which reported te Ministers in
June 2001 making recommendations for councils’ scrutiny arrangements
and how they account for their performance. These will have
implications for scrutiny and audit committees and the reporting
arrangements for internal audit.

A job worth doing 9



@  The joint report by CIPEA and SOLACE published in June 2001¢ which
sets out a framework for corporate governance in lecal authorities,
including:
®  a systematic strategy for risk management and internal control
¥ the publication of an annual report presenting an objective,

understandable account and assessment of the council's:
~ activities and achjevernents
-~ financial position and performance.

Other developments that present significant challenges for internal audit in
the pubiic sector include the modernising government agenda and electronic
service delivery. The implications of these for audit have been considered in
reports” published by the Public Audit Forum®.

AH of these factors will have an impact on councils' arrangements for
internal audiv and the skills that internal auditors will need to provide an
etfective audit service.

This report provides a natienal overview. It assesses current council
performance and makes recommendations that wilt assist all councils to
develop excellent internal audit services in the future. Details of the specific
steps that need to be taken by individual councils are contained in their local
externg] audit reports and action plans,

Study objectives and methodology
The aim of this study is to help councils to achieve Best Value from their
internal audit arrangements, There are three main abjectives:

1. 10 assess the extent to which councils’ internal audiz services meet the
standards of good practice set out in the CIPFA Code of Practice for
Internal Audit in Local Government®

2. 1o promote best practice in internal audit and encourage councils to
fully comply with the Code

3. o make recornmendations that will help all councils develop a Best Value
internal audit service,

The approach and methodelogy was develaped in consultation with the
study advisory group (Appendix 1), the Scottish Local Authorities Chief
Internal Auditors’ Group, and a panel of external auditors. It involved
idenufying critical success factors for internal audit services and establishing
a framework of issues to be used in assessing the level of council compliance
with the CIPFA Code,

Si critical success factors were identifred (Exhibit 13, supported by 15

statements of good practice and 97 tests on indsvidual council processes and
outcomes {Exhibit 2}.

10 A joh warth doing



| Exhibit t: Critical success factors

The study dentified six critical success factors for internal auds.

1. Setting clear and properly focused objectives for internal audit

Maimtain ing internal audit independence

Resourcing the internal audit work programme

I L

Planning and contralling the work of internal audit

Hawing effective reparting and follow-up arrangements

Holding internal zudit to account fer its perfermance

Source: Audit Scotland !

j Exhibit 2: Structure of the assessment

fifteen statements of goad practice and 97 tests on coundil processes and outcomes

support the six critical success factors,

Six Fifteen
critical success statements of
factors good practice
e, Having effective eq, Internal audit
reparting and has ¢lear reporting
follow-up arrangements that
arrangements, provide

mianagement with
an apinicn ¢n the
adequacy of
internal control.

Ninety-seven
tests on individual
council procasses

and outcomes

eq, Internal audit
produces Clear,
concise and
constructive written
reparts.

Source: Audit Seatland
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Exhibit 3 sets out the relationship berween the six critical success factors and
the 15 statements of good practice.

| Exhibit 3; The eritical success factors and their linked statements of good practice

Coundils’ internal audit services were assessed against these statements of good practice

Critical success factors Statements of good practice

1

Internal audit has agreed terms aof reference.

Setting clear and 2 The respective roies of management and internal
properly focused audit in maintaining internal control are clearly
objectives for internal detined and communicated.
audit
3 Internal audit has a clear role in relation to fraud
4. Internal avdit has sufficient organisational status
Maintaining internal to be abie 10 undertake its work effectively
audit independence N
5. Internal audit is free of operationai responsibilities
that could compromise its independence,
£ Internal audit bases its work on a comprehensive
risk. assessment.
7 Internal audit operates wathin a structured planning
Planning and framework.
cantrolling the work
of internal audit R Imernal audit has effective reiationships with
counal members, council managers, external
audit, inspectorates and other agencies.
9. Internal audit properly manages, controls and
records is work.
10. Internal audit is adeguately staffed and resgurced
Resourcing the internal
audit work programme 11. Imternal audit staff are suitably tramed and
developed.
12. Internal audit has clear reporting arrangements
that provide management with an opinion an the
Having effective adequacy of internal controls.
reporting and follow-
up arrangements 13, Internal audit follows-up recommendations to
ensure acticn is taken.
14 internal audit has a performance management
framework that ensures continuous review of its
Holding internal audit performance.
to account for its
perfarmance 15. The chief internal auditor promotes and maintains

professional standards in internal audit

Source. Audit Scotland I
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External auditors used this performance framework te conduct their

independent assessments. These were based on:

% interviews and evidence gathered from each council's chief executive,
director of finance and chief internal anditor

B surveys of the heads of education, housing and social work services in all
councils to abtain their assessrment of internal audit performance in their
Service areas

B benchmarking information coliected on each council's internal audit
service, including an analysis of staffing numbers, expenditure and
workload.

Details of the assessment and scoring methodology are given in Appendix 2,
and the results are given in Appendices 3 and 4. In addition, the study team
alse visited a number of councils and interviewed councillors who were
members of audit committees.

Structure of the report
The report is in four sections.

Section 2 - describes the role and the requirement fer internal audit in
councils. It also looks at the Ievel of resources Scottish councils invest in
internal audit.

Section 3 — summarises the results of the external audit assessments. It
highlights specific areas where there is scope for councils to improve internal
audit performance and makes recommendations for making the necessary
improvements.

Section 4 — describes the main challenges facing counciis in providing Best
Valwe internal audit services. It summarises the key actions that councils
need {0 take to ensure that their internal audit services are fit to meet the
challenges facing thern. An action checklist comprising the key messages is
included for use by councillors, chief executives, senior managers and chief
internal auditors.

Appendices:

membership of the study advisory group (Appendix 1)

assessment and scoring methodolegy {Appendix 2)

results of external audit assessments for each council {Appendix 3)
scores for each of the 97 tests { Appendix 4)

client survey findings {Appendix 5)

views of chief executives and directors of finance (Appendix 6)
nozes.
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2. The internal audit service

Why have internal audit?
Internal audit provides z valuable service to councils by helping them to

implement cost-effective and efficient systems of internal control, and by
providing senior management and metnbers with assurance that internal
control systems are operating effectively.

Effective internal audit is not only essential for sound corporate governance,
it can also add vaiue, for example, by both assisting the council to obtain
Best Value from its resources and by providing advice o service managers

and staff.

It Scottand, as in England and Wales, legislation provides that authorities:
“shall make arrangements for the proper administration of their fizancial
affairs..”. However, in respect of securing effective internal andit, the position
is differenz. In Englard and Wales, specific provision is contained in
legislarion {The Accounts and Audit Regulations 1996 (S 1996/590)),
whereas in Scotland, effective internal audit is commended as good practice
in a Scottish Office Circular {Exhibit 4). The combination of the Local
Government (Scotland} Act and the Circular has the effect of ensuring that
all councils in Scotland make appropriate arrangements for internal audit.
The importance of internal audit wounld be reinforced by making it a
statutory requirement.

Exhihit 4: The requirement for internal audit in councils in Scotland, and in

| England and Wales

The legislative requirements for internal audit differ north and south of the border.

Requirement for
proper administration
of financial affairs

Requirement for
internal zudit in
counciks

England and Wales

Section 157 of the Local
Government Act 1972,
reguires that authorities:

*shall make arrangemeants for
the proper administration of
their financial affairs and shal
secure that one of their officers
has rzsoonsipifity for the
administration of those aHairs.”

The Accounts and Audit
Regulations i 996 (511895/590)
require that a:

“relevant body shall maintain
an adequate and effective
system of internal audit of
their accounting records and
control systems "

Scotland

Section 95 of the Local
Government (Scotland} Act
1973 specifies that cvery local
authority:

"shall make arrangements for
the proper administration of
their finangial affairs and shall
secure that the proper officer
has responsibility for those
affairs.”

Scottish Office Circular 5/85
states:

“affective internal audit cover is
regarded as a matter of good
practice.”

Source: CIPFA Code of Practics for Intefnal Audit in Local Gtvernment |




The complementary roles of internal and external audit
Internal andit and external audit have different but complementary roles.

Internal audir is ‘an independent appraisal function established by the
management of an organisation for the review of the internal control system
as a service to the organisation. [t objectively examines, evaluates and reports
on the adequacy of internal control as a contribution to the proper,
economic, efficient and effective use of resources™.

The role of external audit is to undertake an independent appraisal of the

discharge by management of its stewardship responsibilities, to enable the

external auditor to assess and report on whether those responsibilities have

been reasonably discharged. This involves:

B reviewing and testing the effectiveness of the internal controls in place

B reviewing the council’s arrangements for securing economic, efficient
and effective use of its resources

B providing an opinion on the council’s financial statements.

External anditors review the work undertaken by internal audit as part of
their review of the council's internal control framework. They look to rely on
internal control reviews undertaken by internal audit, to make the most
efficient use of the combined audit resource. It is therefore important that
there are good channels of communication between external and internal
audit.

An effective internal audit can contribute significantly to reducing the work
of external andit. Audit Scotland provides 2 flexible arrangement for external
auditors to agree appropriate audit fees with councils, taking into account
the standard of corparate governance, including the quality and coverage of
the work undertaken by internal audit. In future, public bodies with good
internal ¢control procedures will be expected to negotiate lower fees,

The role and organisational framework for internal audit
Within each council, there are a number of key stakeholders who have an
important role in ensuring that their council benefits from an effective
internal audis service: ,

®  the chief executive who looks te internal audit to provide objective
assurance on the effectiveness of the council's risk management and
internal control framework, and to assist the council to achieve the
highest standards of corporate governance and financial stewardship.

B  the Section 95 officer, normally the director of finance who is
responsible for ensuring that the council:

- has arrangements for the proper administration of its financial affairs

— has put in place effective arrangements for the internal audit of its
systems of internal control.

B the chief internal anditor who is responsible for ensuring that internal
audit makes a significant and pesitive contribution to the coundl by, for
example:

— providing advice on the management of risk, especially on issues
surrounding the design, implementation and operation of systems of
internal control

~ e¢nhancing efficient and effective risk and centrol management by
recommending contrals to avoid operational losses

— providing advice to all parts of the councit on good risk identification
and internal control] procedures.
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® service managers who are responsible for ensuring thar effective internal
controls are in place in their service, who contribute to the councils risk
assessment processes and who, drawing on the advice of internal audjt,
design and operate systems to minimise the risks to which the council is
exposed.

®  the chair of the audit committee (or equivalent proup; who is concerned
1o ensure that the council receives objective agsurance as to the adequacy
and effectiveness of its risk management and internal control {ramework.
An increasing number of councils are introducing audit committees, This
is looked at in detail in Section 3.

All chief internal auditors require operational independence in order to be
seen to exercise their own professional judgement, Free access to each of
these key stakeholders is therefore essential i enabling chief internal
auditers to fulfil their role effectively. Auditing standards, {or example, those
of the Institute of Internal Auditors, reinforce the requirement of the chief
internal auditer to have direct access to the chief executive and the chair of
the audit committee {or equivalent).

Resourcing the internal audit service

Every Scottish council has its own internal audit service resourced by in-
house staff. {Comhairle nan Eilear: Siar has a partnership arrangement with
the private sector. It has three in-house staff, headed by a qualified
accountant, with the quality assurance role being provided by a private

firm.) This contrasts with the NHS where consortia of in-house staff provide
internal audit services to eight health board areas, The private sector
provides internal audit services in the remaining seven heaith board areas.

The total amount invested in internal audit in all 32 Scottish councils is
£9.3 million — about 0.1% of aggregate council expenditure”. There are 300
full-time equivatent (FTE) established posts of which 265 were filled, at the
date of the study, Ten councils also provide internal audit serviges to other
public bodies, for exampile, local police, fire and other joint boards. This
work accounts for between 2-5% of total internal audit staff time in the
councils concerned.

The Institute of Public Finance (IPF} has recently benchmarked the level of
investment in internal audit, north and south of the border (£ invested per
tm council spend). It identified that, on average, unitary councils in England
and Wales spend some 40% more on internal audit than councils in
Scatland, with more days being invested at broadly comparable daily rates.

The size of internal andit services varies significantly between councils,
ranging from 24 FTE in Glasgow to 1.3 FTE in Orkney (Exhibit 5).
Economies of scale may apply in the larger councils, but there is wide
variation in the proportion of internal audit staff employed by broadly
comparabie councils.



| Exhibit 5: The number of internal audit staff (FTE per 10.000 councit FTE employees}

There is wide variation in the proportion of internal audit staff employed by broadiy comparable councils.

Internal audit staff {FTE per 10,000 council employees) sremalaudit Tolat coundit

0 [3 10 15 0 25 3 staff FTEL employees (FTE)
Glasgaw {iry — 24.0 015
Edintruresh, City of : 181 15,481
Fife m 15 15,138
Morth Lanarkshire plil} 13,187
South Lanarkshire - 7.0 12,245
Abesdegn City _ no 3.917
Highland _ 1 £,515
Aberdeenshire — 109 7911
Dungee City — =] 7415
Renfrewshire — 1.8 FAKE]
Wast Lothian _ .0 5725
Dumfries & Galloway _ 5.0 5485
North Ayrshire _ g7 5113
South ayrshire — 8.0 4,929
East Ayrshite — 5.6 4,862
West Dunbartonshire — 85 4,755
Perth & Kinroes _ 40 4,620
East Durbartonshie — 640 4,223
* Srotush Borders — 55 4,0
Inverclyde _ 5.5 3,357
East Lothran _ 5.0 3332
Miglathian — ) a8 3,252
East Renfrewshire — 50 3074
Shetlasnd ihands — 30 250
Carmhairke nan Eilean Siar — 30 1,590
Orkney [slands _ 13 1.332

Note: Councils are listed i orter of the number of tota! coungl empioyees in post 2t the time of the stucy,

Source; Local audit retures and dgint Staffing Watch (Match 2001) |
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Some of these variations are caused by differences in organisational
arrangements between councils. For exarnple, some internal audit services
provide services in addition to mainstream audil {eg, in Angus Council the
internel audit section employs dedicated value for money staff). Conversely,
other councils {eg, East Ayrshire, Glasgow City and South Lanarkshire}, have
dedicated units outwith internal audit that review aspects of internal control
in specialist areas such as contract audit. However, the overall number of
such staff is low.

Exhibit 6 highlights the variation in the number of internal andit staff
emploved by councils having broadly similar circumstances.

Exhibit & The number of internal audit staff vs. the total number of
| council employees

There is a high degree of carrelation {r=0.95) between the number of internal audit staff
and the number of coundil employees, although there is considerable varistion in the
number of internal audit staff among councils of similar size.

30
£ s -
£ -
¥ 20 -
o -
B e
= 15
B
E - »
T 0 « *
P ™
A
E -
2 s e

-4
-
[ ]
I¢]
0 5 10 15 20 25 30 35
Total councl employees {1,000 TTE}
L $ource: Loal augi relurns. Jaint Stafl watch, {March 20011 |

Exhibit 7 shows the qualifications held by internal audit staff across

Scotland. QOver 60% of internal audit staff either already hold a professional

accountancy qualification or are studying towards one:

m  34% hold a Consultative Committee of Accountancy Bodies (CCAB)
qualification

® 119 have a relevant auditing qualification, eg, membership of the
Institute of Internal Auditors {I11A)

m 8% are actively pursuing an accountancy qualification.

[n addition, a stall proportion of staff (5% have other refevant

qualifications in areas such as management and information technolopy.
The remaining one third comprises unqualified and clerical staff.
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Exhibit 9 shows that internal control tasks account for 78% of total time.
This is made up of systems and regularity audit” (69% of internal control
tasks), fraud” and corruption” wark {17%, computer audit (7%, contract
audit (4%} and other internal control tasks (3%).

Overall, strategic and annual planning of internai audit work takes about 5%
of total available time. About 15% of audit time is spent on non-internal
control tasks (ie, value for money work, consultancy and advice) — areas of
work whers internal audit is able to make a valuable contribution, but which
nray also be undertaken by staff outside internal audit.

A small proportian (2%) of internal audit staff time is spent on non-audit
tasks that may compromise the independence of internal audit

(eg, preparation of bank reconciliations). This type of work is looked at tn
more detail in Section 3.

| Exhibit 9: Internal audit workload

Maore than three-guarters of internal audit time is spent on internal control tasks,

Non-audit
185 Spratesic and Breakdown of internal
2% annual piznnin control tasks
P g
Non-\mer!nal 5on
Contro Fraudrearruption
tasks Carnputar — enguiries
15% al;Jgr_:I{:\l 17%
st Contract audit
4%
Other intarnal
contred tasks Systems and
¥ Tegularity
audit
B9%
tmrernal cantral
tasks
V8%
l Salrce: Local aud returns i




3. Assessment of internal audit
performance

Introduction

The assessment framework was developed from the CIPFA Code of Practice.

CIPFA updated its Code in October 2000 to reflect the following changes in

accepted good practice in recent years:

B wark and audit pianning should be based on comprehensive risk
assessment

B the head of internal audit should provide an overall assessment and
produce an annual report containing a view of the internal control
Syster.

External auditors finalised their assessments only three to four months after
the publication of the revised Code, so councils may not have had time to
put arrangements in place to comply fully with the revised Code in these
areas.

Where improvement actions are identified, responsibility for implementing
these does not rest solely with chief internal auditors. It wiil require political
leadership from the council and the support of the chief executive, director
of finance and service managers.

Councils have received feedback on their assessments and a number of
councils have already introduced changes to improve their internal audit
SETVICE,

Overall assessment of council performance

There is room for improvement in internal audit in alt councils, but some
perform significantly better than others (Exhibit 10). Councils are grouped
according to their assessed level of compliance with the Code and listed in
alphabetical order within the four perfermance bands. The methodology
used to derive the performance bands is included a1 Appendix 2.

No council complied fully with the Code but four councils — Combiairle nan
Eilean Siar, East Ayrshire, East Renfrewshire and West Lothian complied with

over 859 of standards in the code.

The councils with the lowest level of compliance with the Code (less than
50%%) were Argyll & Bute, East Dunbartonshire, Inverclvde and Shetland.

Twenty councils (those in bands 1 and 2) complied with more than 70% of
the Code.
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[ Exhibit 10: Extent of council compkiance with the QPFA Code of Practice

3
All councils need 1o improve their compliance with the Code. Councils in bands 3 and 4 bave the most 1o do.
Level of council compliance with the Code

Least Most

40% 50% B0% FO% B0% 0% 100%

t —t + 3 —— + |
Continuous improvement
Band 1
Band 2
Band 3
Bang 4 . . o —— N e

Band 4 Banti 3 Band 2 Eand 1

39% - 48% 54Y% - 67% 72% - 1% 85% - 90%

Councils that generatly Councils that partially comply Councils that Councils that rmost fully

do not comply with the with the Code generally comply comply with the Code

Code with the Code

Argylf & Bute Tlarkmannanshire Aberdeen City Comhairle nan Eilean Siar

East Dunbartanshire Falkirk Aberdeenshire East &yrshire

Inverciyce Midlothian Angus East Renfrewshire

Shetland Islands Nerth Ayrshire Dumfries & Galloway West Lothian

Nprth Lanarkshire Dunee City

Qrkney Islands
South Ayrshirg
West Dunbartonshire

Nate: Cauncils are listed in alphabetical order wathin each perfarmance bang,

Fast Lathian
Edinburgh, City of
Fte

Glasgow City
Highlant

Moray

Perth & Kinross
Renfrewshire
Scottsh Borders
Sauth Lanarkshire
Sarling

Source: Audit Scotland I
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Exhibit 11 shows the average council scores for each of the 15 statements,

within each performance band. These results show that councils in:

®  band 1 perform well across the board {averaging over three out of four
for each statement)

B band 2 perform reasonably well for most statements

band 3 have substantial room for improvement for most statements

band 4 have substantial room for simpravement across all statements

{averaging less than three for each statement).

The support and commitment of councillors, senior management,

particularly the director of finance and chief executive, are key factors in

developing an effective internal audit service. Some features most commonly

found in the better performing councils, which were usually absent in the

poorer performing councils, included:

®  the presence of an audit comumitiee, or equivalent, to hold internal audi
t¢ account and to ensure agreed recommendations are implernented

B the use of comprehensive risk assessment to determine the council's
internal control priorities and the work of internal audit

® 2 richer skill-mix, which may be reflected in above-average unit staff
¢osts, but not necessarily higher total audit costs. There is a significanr
correlation between the assessment score and the cost per audit day
(r* = 0.49)

B annual reporting by the chief internal auditor giving an overall
assessiment of internal controls.

The remainder of this section is structured around the six critical success
factors. It explores the main strengths found, identifies areas for further
improvement and makes recommendations that, in mest cases, apply to a
number of councils. Specific details of the improvement actions needing 1o
be taken by individual councils can be found in their external auditor's local
repart and action plans.

Appendix 3 contains a summary of each council's performance for cach of
the 15 statements. Appendix 4 contains a summary of the assessment scores
for each of the 97 tests.

A job worth doing
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Exhibit 11: Average assessment scores for each statement of good practice for councils in

| each performance band

The better performing councils tend to perform well across the board, whereas coundls in the lowest band of

performance tend 1o perform poorly in most areas.

Band 1 4
(Four councils)

Scare

Al 1 2 3 4 5 6 7

8 g

Statement

Band 2 4
{16 coungcils)

Score

g 9

Statement

Band 3 4
{Eraht councils)

3
"
2
1
al 1+ 2 3 4 5 6 7 B 4
Statement
Banhd 4 4

(Four counedls)

Scare

Al 1 2 3 4 5 a 7 8 @
Statement

Key

1. Internal audit has agreed terms of reference 9.

2. The respective roles of management and internal audit in
maintaining internal control are clearly defined and ic
communicated. 11
Internal audit has a clear rale in relabon o fraud, 2
Internal audit has sufficient organisational sigius to be able
to undertake its work eftectively.

5. Internal audit is free of operational responsibilities that could 13
campramise its independence.

A dnternal awdit bases its wiork on 2 cormprehenstve sk 14.
A55ASNENL.

7. Internal audit pperates within a structured planmng 15
framework.

2. Internal audit has effective relationships with council members,
counal rmanagers, axternal audit, mspectorates and other
agences.

1 n

10 11

12 13 14 15

12 13 14 15

1017 12 12 14 15

10 11 12 13 14 15

Internal audt, praparly manages, cantrols and records its
work

Internal audit is adequately staffed and resourced
Internal audit staff are suitably trained and developed. -

internal audit has clear reperting arrangerents that provide
management with an opinion on the adequacy of internal
contols,

. internal audit Tollaw-up ther Rcommendations 1o ensure

action is taken.

Internal audit haz a performance rmanagement frameawork
that ensures continuous review of its parformance

_ The chief internal auditor promotas and maintains professional

standards in internal audt,

Squrce; Audit Smﬂand_f.
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Fourteen internal auoit services do not have a charter
ai mission statement 16 cormmunicate their roles
and responsibilities across the councl

Critical factor 1 - Setting clear and properly focused
objectives

Agreed terms of reference, that are widely communicated across the council, help
to ensure that the role and objectives of internal audit are made clear to both
internal audit and its chents,

Where properly designed terms of reference are not in place there is a risk that
staff may not be clear about their roles and responsibilities and smanagement
may #ot be clear abour their role in maintaining effective internal comtrals.

Communicating internal audit roles and responsibilities

Terms of reference cover areas such as the aims and objectives of internal
audit, the scope and remit of their work, and rights of access. Senior
management and members should formaily agree terms of reference. It 15
important that the role and objectives of internal audit are understood
across the council, and the Code recommends that a charter or mission
staternent is a good way of achieving this.

In many councils, internal audit ferms of reference are set out briefly in
council Standing Orders and Financial Regulations rather than as a separate,
formally approved, document, as recommended by the Code. Qverall, nine
councils do not have separate written terms of reference.

The Code sels out the ey areas that should be covered by internal audit's

terms of reference, However:

B in 13 councils, the terms of reference do not take account of the council's
corporate aims and objectives

® in 15 councils, the terms of reference do not make it clear that internal
audit should not be seen as a substitute for internal control.

In addition, fourleen internal audit services do not have a charter er mission
statement 10 communicale their roles and responsibilities across the council.

The client manager survey revealed an example of the consequences of this —
whilst over 90% of service managers fecl they have adequate information on
the role of internal audit, over half of them see its main role as detecting
fraud, revealing a misconception of the role of internal audit.

Recommendations

Intermal audit showld have terms of reference, which comply with the CIPFA
Cade of Practxce for internal audit. They should be formally agreed between
senior managernent, the chief internal auditor and the refevant committee of
the councr!.

The terms of reference should be communicated throughout the coundi via a
myssion staterment or audit charter

A job worth doing
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Clarifying the respective roles of management and internal audit

in maintaining internal contral

it is management's responsibility to;

m  set control objectives {eg, creditors system conirols should exist to ensure
that valid and timely payments are made}

m  establish and maintain an adequate system of internal control (eg, by
division of responsibilities) for 2]l major systems.

The role of internal audit is {o assess the extent to which individual controls

contribute to the overall contral system and 10 advise management on

setting up, or changing, systems of internal control. However:

m 16 councils did not have defined control objectives for all major systems

® in nipe councils, internal audit was not adegquately consulied about
changes to internal control systems,

Overall, only two councils almest fully camplied with the Code. Thete is
significant scope for Improvement in 24 councils.

Good practice example: East Ayrshire Council

The council's internal audit section has service level agreements with all
depariments. These inclade agreed terms of reference and set out the
respective roles of management and internal audit in maintaining internal
control,

Recommendations
Managers should establish and maintain an adequate system of internal control
and should define control objectives for alf maior systems.

Internal audhit should be consuited when systems, and their conirols, are being
designed or reviewed.

Pracedures in relation to fraud

It is important that the council has a strategy for dealing with fraud and
corruption together with a fraud response plan, which sets out the
procedures to be followed in the event of a suspected fraud. These
pracedures should he clearly communicated to all staff. Failure to do this can
result in frand remaining wndetected or being inadequately investigated.

Eleven councils did not have an adequate anti-fraud and corruption strategy,
and ten did not have a fraud respense plan. Ten councils had not updated
their frand strategy since coundil reorganisation in 1996.

Following the Public Interest Disclosure Act 1998, councils should have a
whistle-blowing policy, er cenfidential reporting procedure for staff.
However, 11 councils either did not have a policy in place of had not
communicated their policy to stalf.

Good practice example: Angus Council

The council has a fraud and corruption strategy, induding whistle-blowing
policies for officers and for third parties. These, together with fraud and
defalcation guidelines included within the financial regulations, clearly state
how the council will deal with any disclosures. The policy has been
disseminated to all council staff,



Recommendations
All councls should have:

8 an anti-fraud and cormuption strategy, which sets cut management's
responsibilities for the prevention and detection of fraud and other illegal
acts and includes a framework for involving internal audit in fraud
investigation and prosecution

N 3 fraud response plan, seiting out the roles and responsibifities of staff,
management and internal audit m relfation to fraud.

The roles of stafi, management and internal audit in dealing with fraud should
be cfearly defined and communicated,

Following tha Public Interest Disclosure Act 1998, councils should have a
whistle-blowing poilicy, or confidentisl reporting procedure for staff.

A job worth doing 27
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Critical factor 2 - Maintaining internal audit independence

Internal audit showld be seen to be independent in exercising judgement,
reparting opinion and presenting recommendations. To achieve this, internal
audit teeds ro be free of operarional tasks and to have sufficient arganisational
status to enable it to properly perform its duties. In CIPFA's view the chiaf
intertral auditor should not report ar a lower organisational Tevel than the
respousible finance officer.

Alack of independence will compromise the work of internal audit and may
lead o audit findings not being fully reported or implemented. The posiiion of
internal audit within the council’s structure can affect its authority and
independence,

Line-management arrangements for chief internal auditars
Chief internal anditors must be able to report their findings in their own
name without fear or favour, and their line managers should not influence
their reports. Although it is for each council 10 decide where the chief
internal auditor fits into its management stricture, the associated status
must ¢nsure that internal audit can function independently, The CEHPFA
staterment on the role of the fir.nce director in local government states:

“the responsibiiity for ensuring effeciive internal audit should be that of a senior
director who js at the heart of the corporate management of the authority. This
widely held professional view mieans, in practice, that internal audir should
report on a4 line or contract management basis to either the head of the paid
service (the chief executive} or finance directer”

This statememnt is also reflected in the CIPFA Code of Practice for Internal
Audit in Local Government.

One way of measuring a chief internal auditor's status is to examine the
number of managers between the chief internal auditor and the council’s
chief executive (ie, the number of management tiers). Exhibit 12 shows that
15 chief internal auditors report to a level below the director of finance {or
equivalent) — arrangements that do not comply with the Code.

‘Where the chief internal auditor’s line manager is lower than the director of
finance (or equivalent], there is a risk that the status and independence of
the chief internal auditor may be compromised.

These problems can be alleviated if chief internal auditors have direct access
to council Members, the chief executive and the director of finance.
Importantly, almast all chief internal auditors consider that they have such
rights of access.



| Exhibit 12: Line-management arrangements fer chief internal auditors

Fifteen councils do nat comply with the CIPFA Code

Chief internal auditor's |
line manager

Management tier

Number of courcils

Chief executive

Director of finance

v

12 5

Directar ot corporate
services {or equivalent)

Head of accounting
tor equivalent)

13

Finance manager
{or equivalent)

Source’ Local audit fetures I

Recommendations

Councils shouid review:

B the jine-management arrangements of the chief internal auditor to ensure
that they reinforce his/her independence and status within the council

B the reporting hines of internal audit 1 ensure they reinforce the
independence of internal audit within the coundi. For exampfe, the
reporting fines to the chief executive and refevant member committees,
should be both wsible and active.

A job worth doing
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Operational independence

Internal auditors should not have operational responsibilities outside audir.
This means that, if internal audit were not involved, the operational process
would continue unaftected. Overall, the time spent on such tasks represents
only 2% of internal andit work across 2ll councils, varying among councils
from 0-5% of audit time, Five internal audit services were assessed to be
involved in tasks that could affect their independence.

Recommendation

tnternal audit invalvernent in non-audit work should be kept to an absolute
minimum. Where it is unavoidable, the chief internal auditor showld take steps
to ensure internal audit’s independence s not compromised.

Critical factor 3 — Planning and controlling the work of
internal audit

A structured framework of strategic, anmual and individual project plans helps
iternal audit fo consult with members and senior managers and ensure that
the wark pregrammie is properly focused on the council's needs. Internal audit
resaurces need fo be prioritised to dreas of greatest visk to ensure that its
resources are used effectively.

Good working relationships with external auditors and inspectorares help
develop an miegrated approach to audit, enabling the overall burden of audn
and inspection 1w be mintmised.

Internal audit needs good working papers to be able to present findings and
make recommendntions that can be supported by robust eviderice.

Risk assessment

A structured risk management methodology is required to propetly
prioritise and plan internal audit wark. It should cover both financial and
operational systems and should be regularly reviewed, particularly in period
of rapid organisatiomal change,

&

However, the study found that:

® 14 internal audit services did nat use a formal process to assess risks

m 12 did not regularly review their risk assessments

®  a quarter of the service managers who responded to the dient survey
were 1ot consulted on the key risks i their area

m over 20% of chief executives felt that internal audit plans were not based
on 2n analysis of the risks facing the council

®  overail, 12 councils almost fully complied with the Code. However, there
is significant scope for improvemnent in 16 coundcils.

Exhibit 13 skows the planned budgets for systems and regularity audit. The
data suggests economies of scale in the larger councils. However, the
variation in the time spent by internal audit in some comparable councils
may be a consequence of them not properly identifying the level of input
required.



Exhikit 13: Days planned for systems and regularity audit, per £m of total
| coundil revenue expenditure

There are significant variations between broadly comparable councils

Days planned per £m of council revenue expenditure
8 9 10

o
-
=]
Y}
1=
un
L=i]
~

Giasgow City
Edintrgh, City of
Fifa

Rorth Lanarkshire
South Lanarkshire
Highland
Abardeanshire
Aberdezn City
Dundee City
Renftewshire

West Lathian
Dumfries & Galioway
Naorth ayrshire
Falkirk

East Ayrshirg

Perth & Kinrpss
West Cunibartonshire
South &yrshire
Angus

Scattish Borders
Inverehyde

Argyll & Bute

East Dunbartonshire
Stirling

East Lothian

Waoray

Midlothisn

East Rentrewshire
Clackmannanshire
Shetland Islands

Comhalrle nan Eilean Siar

Orkrey lslands

Mote: Councils are listed in order of total council revenue expenditure.

I Source: Local audit returns

A job worth doing
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Good practice example: Perth and Kinress Council

Internal audit has carried out a formal risk assessment of all of the council's
services. It is based on income, expenditure and value of stores, weighted by
three risk factors (financial, business, and political ).

Risk scores are allocated and audit areas are prioritised as very high, high,
medium, and low risk. Internal audit work is prioritised according to the
scores obtained. The risk assessment drives a three-year strategic plan, which
in turn drives the annual audit plan, All very high- and high-risk areas are
covered each vear.

Recommendations

The chief internal suditor should adiopt a formal risk assessment methodoiogy
to wentify all the systems that require prionty review by interngf audit. The
counci’s corporate risk assessment process and the knowledge and awareness

of service managers, external suoit and internal audit should inform the pracess.

internal audit resources shouwld be allacated 1o pricrity intermal controf areas,
hased on robust risk assessment.

Audit planning

Internal audit requires a structured planning framework of strategic, annual

and project plans to ensure that all coundil systems are kept under review.

&  The strategic plan, based on the risk assessment, should link to the
council's corporate aims and objectives and determine a schedule of
systerns to he reviewed (with the frequency of review having regard to
their assessed risk} and identify the resources required to undertake this
work.

®  The annual plan should be derived from the strategic plan and shouldd
detail the work to be undertaken in any vear. To ensure risks are properly
managed, annual plans should be sufficiently flexible {and include a
contingency) to ensure that all priority work is completed within the
scheduled tirne.

®  Operational plans should be prepared for each project in consultation
wilh client managers, and set out the scope and objectives of the work,
ttme-scales and reporting arrangements.

External auditors’ assessments of internal audit planning frameworks

showed that:

B strategic plans were not informed by comprehensive risk assessment
(11 internal audit services)

® strategic plans did not set out the resources needed to meet the internal
andit needs of the council, resulting in a failure to identify any mismatch
between the resources required and the resources available (22)

w  strategic plans did not link back to the council’s corporate aims and
objectives (16)

= annual plans did not have sufficient contingency provision to
accommodate work arising during the audit year (10)

m  project plans were not prepared for each audir assignment (11)

®  gver a quarter of service managers surveyed felt that they did not have
sufficient input into the planning of internal audit work



B 199 of chief executives and 22% of directors of finance felt that internat
audit did nat always complete their priority work within planned

timescales

m  overall, six councils almost fully complied with the Code. However, there

is significant scope for improvement in 17 councils.

Camparison of internal audit’s planned and actual work revealed significant
under/overspends on particular categostes of work, Across all councils, a
14% under-provision in the contingency for investigating fraud and
corruption contributed 1o an 11% shortfall in systerns audit work. Exhibi: 14
shows the areas where actual time spent was meore than 10% outwith
internal audit's planned budget estimates. Significantly, internal audit time
on systems and internal controi was more than 10% under-budget in 14
councils, and 20% of councils were more than 10% under-budget overall.

| Exhibit 14: Comparison of planned and actual work 2000/2001

Planned systems and internal cantrol work are not always completed within the period of

the plan.

Types of work

Number of councils
more than 10% over

Number of councils ‘
moere than 10% under

i

I budget budget ‘
Strategic and anhual : 8 |
planning i I
Systems and internal 3 ‘
cantrol (excluding fraud ‘
and corruption) |
Fraud and corruption 14
VFM/Best Value et 7
Client non-audst work 6

i Total 2

Souwnce: Local audit relurns i

A joh worth doing
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Recommendations
The chief internal auditor should prepare:

B strategic and annyal pians in consultation with senior managers across the
counci! and update these fa refiect changes in prarities of the cound

Bz strategic plan setting out the depth, breadth, frequency and timing of
each audit

® a0 annual plan setting out the work to be undertaken each year, including
sufficient contingency to ensure that all prionity work is completed within
the year

® operational plans for each sudit project, setting out the scope and
objectives of the work, the resources alocated and agreed target dates for
fieidwork and reporting.

Working relaticnships

To undertake its work effectively, internal audit should foster constructive
working relationships with management, external auditors, inspectorates,
any other review agencies, and where one exists, with the audit commiitee or
equivalent mechanism.

Overall, internal audit performed well in this area. However, in ten cauncils,
internal audit did not maintain open channels of communication with
Members.

Managing, controfling and recording work

Sound management of the internal andit section and of individual
assignments ensures thart internal andit objectives are achieved and work is
perforned effectively. Twenty-eight councils performed welt in this area.

Audit guides are a useful tool in assisting staff to foliow standardised
procedures to consistent quality standards. The Scottish Local Government
Chief Internat Auditors’ Group has produced a standard audit guide
available for use by all councils in Scotland. The internal audit section in
Angus Council has further developed this guide.

Good practice example: Angns Council

All the procedures for the conduct of the internal audit section are sel out in
the andiz manual, which s part of the Audit, VFM & Risk Services intranet
as an HTML document. All standard forms, memoranda and programmes
are embedded in the document. Staff access the relevant section in the
manual to cbtain the required information.



Critical factor 4 - Resourcing the internal audit work
programme

Internal audit services need to be properly resourced to complete their agreed
work programme, efficiently, effectively and on time. The internal control needs
of the cousncil shawld drive the need for audit resources. Otherwise, there i a
risk that the internal control needs of the council will not be met (2g, there may
be a skills deficit is a high-risk area, eg, IT, which may not be adequarely
reviewed ). :

Internal audit work requires @ balance of skiils, experience and gqualifications.
Staff should be supported with needs-based training (o enable them to develop
the skills reqitired to meet both current and fuiure work challenges,

An absence of needs-based training and personal developrment programmes can
fead io limited staff development, difficullies in recruiting and retarning good
staff, and a lack of skills in the use of modern audit techniques.

Staffing resources

Internal audit needs te have the appropriate number and quality of staff wo
do the required work, and manage these resources efficiently and effectively.
IPF data suggests that unitary councils in England and Wales spend 40%
more on internal audit than councils in Scotland. However, it is difficult to
draw a firm conclusion from this comparison as the variation may be due to
differences in the types of work undertaken by internal audit both north and
south of the border. Importantly, it is for each council to decide the level of
internal audit resources to meet its internal control needs, based on a
comprehensive assessment of the risks facing the council.

External auditors assessed 12 internal audit services as having inadequate
resources to enable them to meet their work objectives efficiently and
effectively, based on interviews with chief internal auditors, and the views of
chief executives and directors of finance, The main shortfalls were
insufficient qualified staff and a lack of compuier audit specialists. Four
councils had not reviewed their internal audit staffing requirements since
council reorganisation.

Recruitment of internal audit staff is a problem for many councils. At the
time of the study, there were 35 vacant internal audit posts across Scottish
councils, representing 12% of internal audit's overall establishment. Eight of
the 13 chief internal auditors who had recently advertised paosts reported
particular difficuities in filling vacandies for qualifted auditors and IT audit
staff. Here, councils have to compete with the private sector and other public
sector organisations in a market where qualified auditors, particularly [T
auditors, are in short supply.

Where particular skills gaps arise {eg, for computer and contract audit staff},
it should be possible to access these skills, on a temporary basis, by ‘buying
in’ specialist staff. However, this option is only available to chief internal
auditors in 16 councils.

A job worth doing
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Where councils are unable to attract suitably experienced staff, more

fundamental ionger-term eptions should be considered, for example:

B entering inte consortia arrangements with other councils or other public
sector arganisations {eg, the NHS)

B entering into partnership arrangements with the private secror

B contracting out an element, or all, of the service to the private sector,

Recommendations

Councils should determine the staffing and skill mix required by internal audfit
hased on a comprehensive risk assessment. The strategic plan showld identify
the coundil’s internal audit requirements.

Councifs should conduct an cption appraisal for procuring internal audit
services and chaflenge whether:

B the councils internal audit needs are being met

m internal audit has the refevant skiffs and experience to meet the current and
changing needs of the arganisation

B the resources baing spent on internal eudit are providing a Best Value
Service

B the service could be improved by entering into consortia arrangements with
other councils, entering info partnership arrangements wilf the private
sector or coniracting all, or elerents, of the servica 1o the private sector.

Where additional speciaiist skills such as IT are required, the chief internal
auditor showld consider consortium arrangements, partnerships or ‘buying in’
contract staff to fulfil short-term (T audit reguirements.

Staff training and developrnent

Training should be tailored to the needs of individual auditors to help them
meet their current responsibilities and the challenges they are likely to face,
for example, the need for improved I'T skills.

However, in ten councils, the chief internal auditor did not co-ordinate and
review the training and development requirements of their staff. In 13
councils, there was no induction programme for new staff.

Good practice example: Glasgow City Council

The council's internal audit section has two experienced computar auditors,
trained in data protection legislation and other computer-aided audit
techniques {CAAT). These skills have enabled the council to use data
matching techniques to combat fraud.

Recommendations

The chief imternal auditor shotld co-ordinate, and keep under rview, the
training requirements of internal auditors and arrange for personal training
records 1o be maintained for each mernber of histher staff.

Induction programmes should be arranged for 3l new internal audit staff
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Critical factor 5 - Reporting and foliow-up arrangements

It is internal audit’s responsibility ta submir timely reports to management,
identifying the findings from its wark and making recommendarions for
improvement,

Systematic follow-up procedures ensure that management has implemented
internal andit recommendations within agreed time-scales, or has understood
and assumed the risk resulting from not taking action,

Low priority given to follow-up work is counter-productive in the long term, as
the effect of implementation of recommendations cannat be assured. This can
utidermine the whole audit process.

Reporting arrangements

Crver three-quarters of councils had clear procedures for producing and
clearing internal audit reports. [n addition, over 0% of service managers
surveyed feli that internal audit recommendations were concise, clear and
constructive. Almest all agreed with internal audit recommendations. Service
managers were generally satisfied with the time taken by internal andit to
submit its draft and final reports.

It important that the council has a clear understanding of the issues raised
by internal audit during the year. However, in miore than two-thirds of
councils, the chief internal auditor did not produce an annual report
providing an overall view on the soundress of the council's internal control
systems.

The CIPFA/SOLACE report on corperate governanse calls upon councils to:
"publish on a timely basis, within an anuual report, an objective, balanced and
understandable statemernt and assessment of the authority's risk management
and internal comtrol mechanises and their effectiveness in practice.”

This development, taken together with the move by other parts of the public
sector towards introducing internal {financial} contrel statements, makes it
likely that, in due course, there will be a reguirement on councils to produce
an annual report, and include in their accounts a statement on the adequacy
of their mternal control arrangements.

Good practice example: East Renfrewshire Council

Each year, since 1998/99, the chief auditor has produced an annual assurance
statement on internal control. This statement is approved by the audit
committee and ratified by the council.

Recommendation

Internal audit should produce an annual report, which sefs out its opinion on
the adequacy of the councit's internal contral arrangements, based on the work
undertaken that vear

A job worth doing
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Foliow-up arrangements

It is the responsibility of management to impiement agreed
recemmendations or accept the risk resulting from not taking action.
Internal audit should have systematic follow-up procedures in place to
moniter the implementation of its recommmendations. The results of follow-
up work should be used by internai audit to update its risk assessment and
plan its futare work.

Auditors assessed that many councils could improve their follow-up

arrangements:

= 18 internal audit services did not use the results of follow-up work to
update their risk assessment

® 14 did not report to the corporate management tearn instances where
service amagers failed to implement remedial action plans, as agreed
® ten did not use the results of follow-up work to update thetr audit plans

B overall, only two councils almost fully complied with the Code. There is
significant scope for improvernent in 19 councils.

Recommaendations

The chief internal auditor showld ensure that appropriate armangerments are
made to determine whether action has been faken on internal audit
recommendatians, and that management has understood and accepted the fisk
of not taking action.

The chiel internal auditor should report failure to implernent agreed action
plans to the corporate management team and audit committee.

internal audit should use the results of folfow-up work to update its risk
assessment and its planning of future internal audit work.
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Critical factor 6 — Holding internal audit to account for its
performance and the role of audit committees

The effectiveness of internal audit is enhanced if it aperates within a
performance management framework that embraces professiongl standarids,
performance review and continious improventent.

The adopiion of audit committee principles helps to raise the profile and
effectiveness of audit by establishing scrutiny arrangements that hold botl
internal audit and service managers to dccount.

Where effective performance review processes are not in place, there is a risk
that the cauncil may not be getting appropriate assurance on the level of
internal controls in operation.

Performance management

The chief internal auditor should promote and maintain quality standards
within the section. Performance measures and indicators can be used to
demonstrate whether internal audit is achieving its planned objectives and
delivering Best Value, Independent accreditation {eg, [SO 9000 or 9002) can
assist in ensuring that the appropriate standards ave in place. Five councils
have such accreditation.

The standards of professional and ethical behaviour of internal audit staff
are high across all councils. Many chief internal auditors continuously
maintain and develop the performance of their services. However, there was
scope for nine chief internal auditors to further develop their use of
performance indicators to measure the performance of their service.

Recommendation

The chief internal auditor showld estabiish a set of performance measures and
focaf indicators, refevant to the achieverment of audit objeciives within & Best
Vaiue context,

Audit committees :

The Accounts Commission regards the adoption and implementation of

audit committee principles as an important step in raising the standards of

corporaie governance in local government. To be fully effective, an andit

committee or equivalen: should:

B be established at a high Jevel, constituted as a separate commuttee or
included within the remit of a relevant commistee with other functions

B ensure broad terms of reference, permitting it to investigate matters of
financial management and economy, efficiency and effectiveness, with the
necessary resourees 1o do so and with full access to information

®  have direct {two-way} access between the chief internal auditor and the
external audtor.

& job worth doing
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The number of councils having an audit committee, or equivalent, is
increasing. Sixteen cotngils currently have these arrangements in place. Of
the 16 councils currently without audit commiitees (or equivalent}, eight
chief internal auditors felt that an audit committee would encourage greater
accouniability and scrutiny of council performance. The client survey
indicated that a majority of service managers would prefer internal audit 1o
be accountable to an independent joint gronp of officers and members.

The study ream discussed the role of audit committees with commitiee
members in three councils that have long-estahlished audit/scrutiny
committees (Aberdeen, Dundee, and Fife). All members spoke very positively
abeut the impact that their audit committees were having and, in particular,
they felt the adoption of audit committee principles continued to help
improve corporate governance.

The main impact of the audit cammittee in these councils is felt to be:

B asharper focus on corporate strategic risks

®  raised officer and member awareness of the importance of internal
controls

B better prioritisation and use of internal audit resources

corporate support for internal audit recommendations

B 3 faster response by service departments to internal audit reports and
recommendations.

However, they highlighted a number of problems and potential seluitons
(Exhibit 15).

Exhibit 15: Common fssues experienced by audit committee members

There are a number of issues that could usefully be tackled by local government.

Potential solutions

Caoncerns about not wenting 1o Ensure that 1he audit committee {or equivaent)
‘stand on the toes’ of other has clear terms of reference.

committees.

ot feeling competent "o challenge Improved training for audit committee members
the content and balance of internal and being able to call on speciaiist advice.

sudit work, induding work plans
and reports submitted - leading to
3 lack of effective challenge.

Mot receiving an annual report on Require intarnaf audit to produce an annual
the work programme and the audit overview report.

recomnmendations implemented.

A lack of training for audit committee Development of a handbook and training
members — it took new members a programme for members, giving guidance on
iong time to 'find their feet’. the role and operation of audit committees

Potential exists to develop a forum, similar to
the Health Service, enabling members to share
experiences and learn fram best practice in
tackling commaon issues.

Source: Intenisws vath audit commines mambers |




Recommendations
Coundils should make arrangements 1o introduce an audit committee or
equivalent rmechanism where they have not already done so.

Councils showld arrange for comprehensive training for all new audit committee
members,

Local government should develop a handbook for audit committee members,
and explore the potential to develop a forum for audit committee members to
share best practice.

A job worth daing 41
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4, Securing Best Value
internal audit services

Opportunities for the future
This study has identified a range of opportunities that exist to raise the
standard of internal audit, by aiming for full compliance with the Code.

All internal audit services need to embrace a culture of continuous
improvement, adopting proven best practice from other public and private
sector organisations. Three case studies reflecting these aims are included at
the end of this section. Through improving performance and delivering
added value, internal audit services will be able to demonstrate their capacity
to take on new responsibilities.

Best Value and other initiatives are fundamentally changing the way councils
wark and this presents opportunities as well as challenges for internal andit
services. These include:

B Introduction of audit committees and revised council structures. In
response to the Mcintosh report, all councils are expected ro review their
corporate gavernance and management arrangements. This is having an
impact on the line management of interral audit and its reporting lines
to senior managers and councillors. Sixteen councils now have audit {or
scrutiny) committees and this provides the opportunity for these
councils to support and challenge both internal and exterral audit's
contribution to achieving sound internal controls and performance
stewardship, Under these new arrangements, internal audit has the
opportunity to demonstrate excellent performance and to be held
accountable for its work.

®  The changing role of internal audit, Internal audit is emerging from its
traditional "policing’ role 1o developing a more proactive corporate role
{Exhibit 16). In a growing number of councils, internal audit is being
given an increasingly important role in supporting corporate governance
and performance. The client survey identified that many chief executives
would like 1o see the role of internal andit being further developed and
prov:dmg added value by:
identifying performance improverments through Best Value, value for
maoney, and performance management and planning audits
— undertaking more 'cross-cutting’ type work
— challenging the stazus quo and supporting continuous improvement
in the council.

The changing role of internal audit demands broader competencies than
those of traditional audit services. The former emphasis on accounting

and auditing qualifications now needs to be balanced by a consideration
of other skills that may be required to meet the wider demands o andit.



| Exhibit 16: The changing role of internal audit

The rale of internal audit 1s changing from a mastly financial to a more carporate rols

Traditional role Emerging role

Finance based Corporate role

Policing role Pra-active parinership role
Self-sufficient Use of specialists
Functicnal focus Risk and process fecus
Tangible asset focus mtargible asset

awareness g, reputation,
accountability

Soutce: Audn cotland |

&  Expansion in the use of ICT. The growing use of electronic commerce
and electronic signatures is placing greater demands on councils for
expert skilis in computer audit. Council chief exccutives recognised this
in their survey responses.

®  Getting improved value from council resources. Internal audit is not
immuze from the drive to obtain Best Value from council resources.
There is an opportunity for internal audit to develop new and improved
ways of working to enable it t¢ manage its resources more effectively, for
example by:

— adopting a risk management strategy, ensuring that its work
programme is focused on the council's priority risk areas

~ introducing smarier ways of working, by training and developing staff
in the use of modern audit techniques {eg, the use of internal centrol
self-assessment methodologies”, moves to "paperless audit', increased
use of computer aided audit techniques)

— developing a stronger, effective partnership with external anditors and
other review agencies, which will help 10 reduce the overall burden
{both time and cost) of the audit and inspection processes on
councils.

B The likely introduction of internal (financial) control statements (1CS).
In the private sector and other parts of the public sector (eg. government
departrments, further education and health), I1CS have been successfully
introduced as a means of providing assurance 1o shareholders or
stalceholders on the adequacy of internai controls within the organisation.

The requirement to have the senior manager of the organisation certify
the adequacy of internal consrols pravides a sharp focus on
management’s need to establish effective arrangements for internal
control, and internal zudit.
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CIPFA and the Local Autherity (Scotland) Accounts Advisory Committee
(the CIPFA LASAAC Joint Committee) are actively considering the
introducrion of ICS to local government accounts. This develsprment will
be a key driver in encouraging councils to establish effective internal
audit service provision. This is only the first step towards full Turnbult
compliance, which is seeking to extend the staternent in respect of
financial control to all controls within the organisation, incuding
financial, operaticnal, compliance and the management of risk.

Conclusion - challenging councils to improve

AR councils need sound internal control systerns and strong corporate
governance arrangements. An effective Best Value internal sudit service can
be a major contribiztor in achieving this. However, this study has identified
that many councils need to improve their internal audit arrangerments,

Understanding current performance is a key factor in driving continuous
improvement. This report, along with the jocal external andit reports,
provides each council with a robust assessment of their levels of compliance
with the CIPFA Code. A sound baseline now exists to measure
improvements made by individual councils over time.

All councils have individual reports from their external auditor. assessing
their level of compliance with the CIPFA Code of Practice, These show that
some have a lot to do in raising their standards to those reflected in the
Code. Each council is expected to implement the agreed recommendations
contained in their external auditot's report.

Where the room for improventent is significant {particularly those councils
falling within performance band 4}, substantial progress is needed in 3 short
space of time. There is a strong case for these councils testing current
provision against what the market might provide, This would involve
looking at options that would provide a high-quality service that ensures
that the councils’ control objectives are met, at acceptable cost, These options
winild include:

B buying in specialist skills, for example, computer audit expertise

®  entering into consortia arrangements with other councils

B partnership arrangements with the private sector

B externalising service provision.

Irrespective of who provides the service, the critical factors that underpin a

Best Value internal audit service remain the same, All councils sheuld be

leoking to develop sound internal control arrangements where:

®  councillors are demonstrably committed to supporting the need for a
sound internal control environment, including internal audit

B senior managers are demonstrably committed 10 maintaining effective
internal controls and implementing sound internal audit arrangements

» chief internal anditors demonstrably provide an excellent internal audit
service.

Exhibit 17 provides a checklist that highlights the key messages for an
effective internal audit service. It should help councillars, chief executives,
senior managers and chief internal auditors to ensure that their council has
these arrangements in place. External auditors will be monitoring progress.



Exhibit 17: Achieving a Best Value internal audit service - a checklist for coundllors, chief executives, senior managers
| and ¢hief internal auditors

]
Critical factors Key enahling facters
1. Setting clear and propetly # Is the counal committed 1o establishing an effective internal
foeused objectives for internal audit service?
audit

» Doesinternal audit have ciear terms of referencs agreed by
senior managarnent and communicated these across the
council?

»  Doesimtemnal audit have 2 good understanding of the rigks
facing the coundil, developed in consuhtation with all service

managers?
2. Ensunng that internal audit is ®  Does internal audit have direct access to ceuncillors, the chief
independent executive and the directar of finance?

w  Does internal audit have (and is it seen to have) independence
from aperational procedures?

®  Does internal audit have the right of final edit in submitting

reparts?
2 Making sure the work of internal ®  Does internal audit's planned wark support the corporate
audit is properly planned objactives of the coungit?

®  Deesimiernal aedit ensure that ail planned work reflects the
results from its systematic assessment of the counal’s nsks?

M Does internal audit plan a sufiicent contingency to
accommodate unforeseen work, enabling it e completa its
planred work within time-scale?

4. Making sure internal audit is ®  Does senior manzgement ensure that internal audit has the
adequately resourced resources required to meet the internal control needs of the
couneil?

®  Doas the council recruit and train suitably skilled internal
audit staff?

»  Has seniar management given autherity t the chief internal
auditor to access specialist skifls to tackle complex areas?

§. Ensuring that internal audit 8 Does internal sudit repart weaknesses in internal control for

findings are reported and action by management?
followed up

s Does senicr management systematically encourage all
managers to implement report recommentdations within
agreed ume-scales?

®»  Does internal audit report any failure by management to
implement agreed recommendations?

8 Does internal audit provide an annuat report, providing an
overail view on 1he soundness of the council’s internal contral

systems?
6. Ensuring that internal audit is ®m  Dges the councll have an audit commities or equivalent to:
held to account for its - approve internal audit work plans?
performance - review internal audit’s output and performance and

ensure that it completes its programme of work?
- act as a conduit for receiving audit reports and call
SETViCe Managers 10 account?

w  Does internal audit prepare annual performance plans, setting
out its achisverments and targets?

®  Does imernal audit maintain an effective performance
management framewark to continugusly review and imgrave
its performance?




46

A job worth doing

Case study 1: East Renfrewshire Council

Contact: Asif Abdul Haseeb, Chief Anditor (CA}, Fast Renfrewshire Council,
(T. 0141 577 3000).

East Renfrewshire Council has been assessed as having one of the best
internal audit services in Scotland. This case study provides an insight as o
how the in-house service achieves this.

The council identified the following main characteristics that underpin their
valueq service:

a ¢lear long-term vision for internal audit

strong leadership by the chief auditor, having effective management and
interpersonal skills to turn the vision into reality

effective support from elected members, the director of finance and chief
executive

a strong and effecrive andit committes

appointing the right peopie and giving them: support and the tools to do
the job.

Geod practice Is present in all of the areas assessed and the following
provides a flavour of these:

Setting clear and properly focused objectives. The service has clear
terms of reference approved by the audit commitree and ratified by the
council. Service level agreements apply with each department, The
council has a fraud and corruption strategy, incorporating ‘whistle-
blowing” procedures.

Maintaining independence. The CA reports directly to the director of
finance and has reguiar access to elected members through the audir
cornmittee. The CA issues reports in his own name without editing. The
section does not carry out any non-audit work,

Planning and control, A rolling four-year strategic plan has been in place
since 1996, covering all coungcil activities — financial and non-financial
systems. A 10% contingency is included in the annual plan for unplanned
reactive work. All work in the annual plan is completed each year. An
excellent working relationship exists between internal and external andit,
This has resulted in a joint approach to audit planning with minimal
duplication of work. An audit manunal has been in place since Tebruary
1998,

Resourcing the work programme. The section has five staff, Four are
financially qualified and the fieh is studying for an audit qualification,
One member of staff has a computer andit qualification. Each staff
member reports to the CA and completes audits working to hisfher own
initiative. Secondments to other organisations are encouraged to help
develop staff and maintain their current high level of merale. This has
included a two-way secondment with Audit Scottand and secondments te
the private sector and the NHS.

Reporting and follow-up. Over 90% of reports are issued within five
working days of staff completing the work. Client surveys indicate that
reports are comprehensive and very well received. Each year, since
1998/99, the CA has produced an annual assurance slatement on internal



control, which is approved by the audit committez and ratified by the
council. Each annual audit plan makes provision to follow-up previous
years' action plans for satisfactory implementation, as appropriate.

Holding internal audit to account, The audit committee is chaired by
the Leader of the Opposition, znd reports to full council, The Committee
approves the annual audit plan. The CA attends all meetings and
provides the committee with quarterly progress reports and an annual
OVETVIEW LEpPOTt.
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Case study 2: North Yorkshire Audit Partnership

Contact: James Ingham, Audit Manager, North Yorkshire Audit Partnership,
Ryedale DC, Ryedale House, Malton, North Yarkshire (T, 01723 232364 ),

The NMorth Yorkshire Andit Partnership was established on 1 February 1999
1o previde internal audit services to three local authority pariners: Ryedale
District Council, Scarborough Borough Council, and Selby District Council.

The main objectives for setting up the Partnership were to provide
economies of scale, with an increase in the guality of services through

- greater specialisation and sharing of skills across the different jocal authority

boundaries, Partners also had specific requirements for the Partnership
including;

B reducing recruitment difficulties

B improved access to specialist staff

®  to explore partnerships in other service areas.

The Parinership was created using a joint committee whose responsibility is
the overall strategy and management of the Partnership. There are two
members frorn each authority on the Managernent Board with equal voting
rights. The Partnership prepares annual trading accounts that are approved
by the Board, and any balances are also shared equally.

Scarborough Council's chief internal auditor was appointed audit manager
with responsibility for delivering an effective internal audit service. e
reports on that to the client officer in each of the partner councils, and to the
Board in respect of the Partnership itself.

Separate andit plans are prepared for each council, with each council being
provided an agreed numnber of days to meet their audit needs. There is
sufficient flexibility in the arrangements to aliow fer changes in the plans
and therefore the number of audit days being provided to each council, if
required.

The performance of the Partrership is being evaluared. The measures being
employed include:
m  feedback from audit clients
m  completion of audit plans, by both nuzmber of audits and time
m  feedback from the external anditor
®  internal performance monitoring, including:
— individual and group charged time perceniages against (argets
— time taken for audits against planned time.

Orerall the Partnership is performing well. The main successes achieved to
date include:

®  an increase in the number and range of audits undertaken

& 3 reductian in planned times for some of the audits without
compromising the content of the andit through improved efficiency
an increase in the percentage of the audit plan completed

increased and extensive use of data manipulation software
development of individual's skills and specialisms

cross-fertilisation of ideas and audit experience, and not least

a financial saving to the partner councils,



Case study 3: Comhairie nan Eilean Siar

Contact: Paul Macasikill, Seniar Auditor, Comhairle nan Eilean Siar,
(T. 01851 703773},

In 1992, Combairle nan Eilean Siar was severely criticised by the Controller
of Audit for having poor financial controls and treasury management
practices. Following his appointment, the director of finance gave priority to
establishing effective internal audit. To achieve rapid improvement in
imternal audit, it was decided io put the professional, technical and
managerial aspects of internal audit to open tender, and the contract was
awarded to a private firm of accountants.

Internal audit now consists of three in-house members of staff, headed by a
qualified accounitant, The contracted firm provides quality assurance
SUPPOTT.

Features of the improved service include:

m  Independent andit arrangements. The senior auditor reports to the
director of finance with simultaneous reporting to the chief executive.
Independent reporting by the senior auditor to the chief executive is
considered to be essential.

®  Members actively consider audit reports. A Member working party
receives all audit reports and approves audit recommendations.

m  Greater reassurance on internal controls. Effective internal audit gives
Mermbers and officers considerable reassurance on the veliability and
integrity of the council's financial affairs.

= Greater compliance with Auditing Standards. This has provided more
robust cempliance and follow-up mechanisms.

um  More effective use of andit resources. Audit resources are dedicated to
audit and are applied based on risk, materiality and effectiveness of
internal controls.

= Improved training and skills for in-house staff, The Partrnership
supports the development of in-house staff.

A recent Best Value review of the andit service identified other pointers to

good practice:

®  involve all senior managers in risk identification and analysis so that
corporate ownership of the strategic and operational audit plans takes
place

®  frain mapagers in making use of internal audit services and explain the
benefits that can be achieved for the organisation

m  continuously and effectively develop internal audit staff

m  improve audit's positive perception by the rest of the couneil by
identifying good practice ta support improverment action
recommendations

®  minimise duplication of effort between internal audit, external audit and
inspectorate functions, to allow resources to be deployed efficiently and
effectively,

Combairle nan Eilean Siar's experience has shown that a fully resourced and
supported internal audit service can promote performance, stewardship and
accountability within the council and shape how the council operates and
delivers its services.

A job worth deing

49



30

A job worth doing

Appendix 1. Membership of
the study advisory group

Robin Bennie, Director of Finance, Combhairle nan Eilean Siar
George Black. Director of Finance, Glasgow City Council

Valerie Davidson, Head of Finance, Strathclyde Passenger Transport, formerty
Depute Director, CIPFA Scotland

David Dorward, Director of Finance, Dundee City Council

Brian Duncan, Chief Internal Anditor, Renfrewshire Council

lan Fifield, Policy and Technical Manager (Audit), CIPFA

Rohert Mackenzie, Partner, Scott-Moncrieff CA

Alex Mackie, Internal Audit Manager, East Lothian Coungil

Hamish McKay, Chief Internal Auditor, University of Edinburgh

David McLaren, Manager, PricewaterhouseCoopers

David Montgomery, Chief Executive, East Ayrshire Council

Marie Moy, Senior Finance Manager, Secial Work Resources, South
Lanarkshire Council, formerly Chief Internal Auditor, South Lanarkshire

Council

Gavin Stevenson, Chief Auditor, Andit Scotland, formerly Chief Auditor, Fife
& Forth Valley Internal Audit Consertium

Norie Williamson, Head of Finance, COSLA

Janine Wilson, Audit, VFM and Risk Manager, Angus Council



Appendix 2. Assessment and
scoring methodology

Undertaking the assessment

External auditors assessed each council’s arrangements for internal audit
against accepted good practice as set out in the CIPFA Code of Practice for
Internal Audit in Local Government. The assessments were completed
during February 2001 and reflect councils’ arrangements at that time.

The performance assessment framework nsed by external auditors s based
on six critical success factors. Auditors scored council performance by testing
almost 100 processes within 15 areas of good practice (Exhibit 18). These
reflect the issues that the study advisory group and other consultees
(including council internal auditors, and the Commission's appointed
external auditors), felt were essential for delivering a Best Value internal
audit service,

| Exhibit 18: Structure of the assessment

Fifteen statements of good practice and 97 tasts on coundil processes and outcomes
support the six critical success factars.

Six Fifteen Ninety-seven

critical success
factors

eqg, having effective
reporting and
follow-up
arrangements

statements of
good practice

eq. internal audit
has dear reporting
arrangements that
provide
management with
an opinicn on the
adequacy of
miternal control

tests on individual
council processes
and outcomes

&g, internal audit
produces clear,
<oncise and
constructive writien
repons

Source: Audit Scotland ]

External auditors tested documentary evidence, processes and outcomes to
assess the degree of compliance with good practice. The following example
shows how the scoring system was applied to docurnentary evidence.

L ='ne’ — i¢, performance does not compiy with goad practice (eg, document
does not exist or very early draft)

2 ="qualified no’ - i¢, performance on the whole does not comply with good
practice (eg, terms of reference are available in draft but have vet to be
approved and are not in use operationally, or a formally approved
dacument which misses out moast of tire impaortant issues)

3 ='qualified yes’ - ie, performance on the whole complies with good
practice, {eg, formally approved document but which misses some
impottant issues or a draft document that, although yet to be formally
approved, is in use operationally)

4 ="yes’ — i, performance complies with good practice (eg, formally
approved document covering all of the important issues).
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Consistency and validation checks

To ensure auditors’ assessments were consistently scored, the study team

provided training and undertook robust validation procedures including:

»  holding training workshops for auditors to familiarise them with the
methodology and assessment process

®  holding further workshops to ensure thar auditors’ assessments were
undertaken consistently

#  conducting extensive consistency checks on auditors' assessments and
councii data returns

s having a sample of 50% of assessments subjected to independent peer
review by ather external auditors.

Although the study team has made every effort o ensure that the
assessmicits have been scored on a consistent basis, there always remains an
element of subjectivity in scoring performance. For this reason, we are
neither ranking overall councit performance, nor giving individual scores.

Assessing overall performance

The scores for each test were used to calculate the average score for each
statement. These were then used to calculate a council score for each of the
six critical factors.

Exhibit 19 shows a scatterplot of the scores for the six critical factors and the
15 staternents, for each council.

| Exhibit 19: Bands of internal audit performance

Council performance falis into four distinct bands.
4.0
Bang 1 . -
/./‘ |
35 Band 2 .~ «Sk—f
= L,,
EXr] Hand 3 - s
E I
2 L J
2 s
e .
E 25 Eandj},—.—\}
- e
: I
2 20
18 Bang 5
1.0
1.0 15 20 2.5 30 35 4.0

Critical facter score

| Source: Local audht returms

Faur robust ranges of overall council performance emerged. The ranges in
the overall scores were then used to create bands of performance
{Exhibit 20).



| Exhihit 20: The link between touncit scores and performance bands

Councils' actual scores were used to assess overall compliance and 1o create performance

bands.
i Overall Performance bands created from
compliance with analysis of actual results \
Code {Note 1) ‘
Actual overall % Performance | Range
sLores band :
356371 85 -90 1 ! 350-4.00
|
3.24-3.44 72 - 81 2 D 310-350
2.64-3.01 h4 - 67 3 2.50-3.10
2.21-245 35 - 48 4 1.75-2.50 !
Nete 2 Note 2 5 100-175 |

Source: Audit Scozland |

Notes:

1. The percentage compliance was calculated for each score thus:

Percentage compliance = (score - 1)/3 x 100

Because the lowest score that a council could achieve is 1 and the highest
is 4, a score of 2.5 represents a percentage compliance score of 50%.

2. Although, overall, no council scored below 2.2, a fifth band was created
only for the purposes of Appendix 4, to allow poor performance for a
particular statement to be identified. "Hotel star’ ratings were awarded to
each performance band.

Exhibit 21 shows how the average scores convert to "hotel star’ ratings. The
star ratings indicate each council’s performance — overall, and for each area.
Because the ratings for each staternent have been rounded, adding themn
together may not produce the council’s overall score.

| Exhibit 27: The relationship of "hotel stars’ and average scores

The ‘hotel stars’ reflect the performance bands.

- ——

'Hotel stars'

Average scares for each statement

— S symbol ‘
Equal to or more than But less than |
350 4.00 Fe—— :
— A
3.10 350 ddkk i
2.50 3.10 —— |
175 | 2.50 *K :

' 1.00 *

175

Sowrce: Audit Scotland I
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Eand 1 Comhairle nan Eilean Siar
East Ayrshire
East Renfrawmshie

West Lathian

Band 2 Aperdesn City
Aberdeenshirg
Angus
Dumnfries & Galloway
Dundes City
East Lothian
Edmburgh, Ciy of
Fife
Glasgow Cily
Highland
Moray
Ferth B Kinross
Rentewshya
Septtish Borders
South Lanarkshire

Striing

#and 3 Clackmanrnanshire
Falkirk
Midisthian
North Ayrshire
MNorth Lanarkshire
Orkney (siands
South Ayrshine
West Dunbartonshire

Band 4 Argyll & Bute
East Dunbartenshire
Inverclyde
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scotland
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Appendix 4. Council scores for
each of the 97 tests

The table shows, for each test, the number of councils scering 1, 2, 3 or 4,
and the average compliance score across gl 32 councils. Each test is
numbered accarding to its relevant statement number.

Number of

pung:
2belany

Statement councils scoring
reference Issues tested WoOON QY

e dwpl
o
o

Setting clear and properly fotused objectives .

Internal audit has agread terms of referanice.

1.1 The internal audit section has written terms of reference z 7 5 18 74

1.2 The TOR have been agreed between the chief internal auditor, senior marnagement 2 7 8 15 71
and councillors,

1.3 The TOR have regard to the CIPFA Cade of Practice and guidance published by relevant 4 2 i3 12 70
accountancy bodies,

1.4 Tre TOR frame objectives for internal audit that take account of the councits corporate 7 6 10 9 55
aims and gbjectives.

1.5 The TOR méke clear that internal audit should not be a substitute for effective comret. 12 3 7 10 4%

16 The TOR authorise internal audit's free acgess 10 ali operations, information, records, 1 1 5 25 90
assets and personnel across the council,

17 The TOR are reflectect in the council's standing orders and financial regulations., 2 5 7 18 76

1.8 The comrriunication arrangements between Members and the chief internal auditor 12 4 8 B8 46
are set out in the TOR or standing crders.

1.9 The TOR are communicated across the council in the form of a missian statement or 7 7 8 10 55 .
charter.

1.10 The TOR hawe been reviewet since April 1996, ie since locat government rearganisation. 4 3 5 20 78

The respective rofes of managarment and nternal audit m maintanming wtermal Conrls
sre dlearly defined ana cammunicated.

2.1 Management has defined control objectives for all major systerns (financial and non- g 7 11 5 48
financial).

2.2 internal audit is consulted about significant proposed changes to internal control 1 8 15 8 &5
systems.

23 The chief internal auditor provides an overafl assessment for management of the 15 9 4 4 I
robustress of internal cantral far the council's main systems, based on the work done .
that year.

2.4 Internal audit reviews demoenstrate 1o managers the strength of imernal controls and 1 2 18 10 72
the levels of risk within their systems, -

25 The chief internal auditor reperts 12 the responsible finance officer the hasis for & 3 7 18 &8

demanstrating compliance with Section 95 of the Local Government (Scotland) Act
1973.
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internal audit has a clear role in refation 1o fraud.
31, The coundil has an anti-fraud and corruption strategy. 4 7 5 16 &8

32 A frameviork for internal audit invelvement in fraud investigation and prosecution is 5 3 6 18 72
set down in the anti-fraud and corruption strategy.

33 The council has a traud vesponse plan. 4 & 7 1% b8

34 The fraud response pran clearly seis out the rodes and responsibilities of internal audit 3 6 71 N
and management and includes a protocol for informing the police.

35. The coundil has a ‘whistleblowing” policy or confidential reporting procadure that has & 5 & 17 &7
been communicated to all staff.

ER Where appropriate, fraud investigations lead to recommendsations 1o help disclose 0 2 8 22 88
similar frauds and improve internal contral,

3.7 The anti-fraud and carruption strategy and fraud respanse plan have been reviewssd 5 4 3 19 70
since April 1996,
Maintaining internal audit independence

Iriternai audit has sufficient arganisational status to be abie ro undertake s waork
effactively

4.1 The chief internal audiror has direct access 10 Members, the chief executive and seniar G 2 14 18 &
managers.
4.2 The chief internal auditor farmally discusses the wark and performance of imernal 3 3 5 2179

audt wath the chief executiveraudit committee or equivalent at least annually,

4.3 Internal audit determines its owen pripnties, based on risk assessment. in consultation 1 5 9 17 77
with management_

4.4 The chef internal auditor submiis reperts 1o the responsible finance officer under 585 2 G 3 21 78
or to 8 more senigr manager 1n the coundil,

4.5 The leve! of seniority tmanagement tier) of the chief internal auditor within the a 7T 10 15 7%
managemsnt structura belps it te funcion effectively and independently.

4.6 iternal sudit has unrestricted access 1o peaple, systems, deguments and property as 0 D 3 29 97
it considers necessary for the proper fulfilment of its responsibifities.

4.7 The chief internal auditor is free 1o report, without fear or favour, eg, the chief internal 8] 2 10 26 8%
auditor has the right of firal edit and issues reports in his ar her awn name.

intarnal audit s free of operational responsibiities that could comprormise its independence.

%1 Internat audit is independent of ary line-management task and is seen to be independent. 1 4 10 17 78

5.2 ¥Where internal audit providas advice and consuftancy work, swaff are clear when they o 2 10 20 &5
are operating as auditors and when they are not

5.3 The chief internal auditor plans assignmeants 1o minimise the possibility of staff conflicts 1 4 8 18 79
of interest.

5.4 Whilst reperting to the responsible finance officer. the chief internal auditor has freedom 0 0o 13 19 88

of access to all members and officers, espeaally the chief executive

55 staff with family or close friends within the council do not audit activities verthin their 0 & 10 e 77
area of work.
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Planning ang centrolling the work of internal audit

Internial aucit hases its work oni 3 COMPrenensive risk assassment.

8.1 Internal audit bases its risk assessment on information from the authority’s nisk 9 | - 7 44
management process and an agreed audit risk methodology.

£2 nternal audit consults widely with management to identify critical systems and risks. 1 & M 11 70

6.3 Internal audit has a comprehensive understanding of the authority's systerns, structures Q 2 12 18 83
and operations.

6.4 Ihternal audit uses a formal framework to assess risks. 8 & 3 158 &9

65 Internal audit uses the risk assessment 1o prepare audit plans and prigritise its wark. 4 4 9 15 70

56 Internal audit reviews its risk. assessment periodically, depending on the extent of change 3] & 12 & 56

within the organisation.

ternal audit operates within 3 structuned planning framework.

7.1 imternal audit plans link back 10 the councii’s corporate #ims and objectives and are co- 4 2 12 4 50
ordinated with other review programmes {eq, Best Value raviews),

7.2 Audit plans are produced in consultation with senior managers across the organisation. 0 5 7 20 82

73 internai audit has 2 strateqic pian based on risk assessment, which sets out the audit 4 7 8 13 65

scope and eojectives

7.4 The strategic plan sets out the resources reguired to meet the audit needs of the council 11 N 5 5 138
and sdentifies any mismatch between respurce needs and rescurce availability.

75 An annual audit plan is produced which transiates the strategic pian into audit 1 5 7 13 79
as5ignments to be undertaken during the year.

76 Project plans are set out for each audit assignment, which allocate resources, set out 3 g 10 11 84
the scope and objectives of the assignment and establiish target compietion dates.

7.7 - Audit plans are flexible enough to accommodate watk that has ansen during the course € 4 10 12 63
of the plan without resulting in core risk areas not being reviewed.

7.8 Significant changes to audit plans are appraved by senicr management and the audit 5 4 9 14 &7
committee (or equivalent},

79 The planning process takes account of the work undertaken by extermal audil and 2 2 18 12 73
other review agencies and inspeciorates.

7.10 internal audit strategic plans are reviewed to reflect the changed priorities of the council. 3 7012 10 g4

n The agreed annual audit plan is oniy revised 10 exceptional crcumstances, 2 2 12 16 77
Intarpal audrt fas effective relationsivips with councl members, Council managers,
exrernal audit, inspectorates and other agendiss

81 The pming of internal audit assignments is normally arranged with the managemens o 2 11 19 g4
conernad o minimise disruption.

8.2 There 15 an ongeing dialogue between the internal auditor and dhent service throughout o] 1T 10 21 88
the audit assignment.

83 Exterral audit place reliance on the work of internal audit. 2 o 12 18 &

84 Internal audit and externai audit regularly exchange audit infarmation. 1 & 13 10 &7

85 Internai audit effectivety co-ordinates its work with external audit and ather review 1 4 17 100M
agencies.

BA, tnternal audit ramntains good working relationships and chanmels of communication 4 & 9 13 &6

with elected members.
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inTernal ALChT ProRSnly Manaaes, Conirss and records 5 vaork

G Internal audit has documented policies and procedures contained in an audit manyal. 3 5 7 17 73

9.2, The chief internal auditer allocates staff 1o assignments according to their skiils and 0 1 9 22 B&¢
experience.

9.3 internal audrt staff understand the obectives of their assignments and their respensibilities, ] 213 17 82

44 Internat zudit has a rigoraus zpproach to collecting angd managing evidence. 0 2 11 18 82

g5 Adequate working papers are prepared to support internzl audit findings, conclusions 0 5 12 15 77
and recommendations.

9.6. Internal audil work is documented at zl levels from audit planning to reporting 1 4 11 18 77

3.7 internal audit assignments are adequately supervised and revieywed, v s 12 15 77

Resourcing the internal audit work programme
Interral auait is adequately staffed ond resurced.

0.1 The chief internal auditor is professionally qualified and has wide experience of internal 1 1 4 26 @
audit and its management.

1.7 The chiet internal auditor has identified a staffing structure that enables internal audit a 5 18 5 58
to meet its objectives and the changing needs of the organisation.

0.2 Internal audit has adequate resources 10 enable it to meet its wark objectives efficiently 4 8 20 0 5G
and effectively.

10.4. Internal audit armploys or has access o people with relevant skills and experience in 2 & 21 3 &9
order to undertake the required tasks.

IUES Where required the chief internal auditor can "buy in' people for specalist work who & mn 7 S 53
are suitably experienced and qualified.

108, Internal audit uses the latest technology for planning, audit waerk and reporting 1 4 19 8§ o9

07 All audit staff have job descriptions and persenrel specifications that reflect their current 2 p 6 22 83
pest.

Inrernal audlt staff are suitalily rraned and developed

1.7, An induction programme has been prepared for all new audit staff. 4 9 1w 8 58

i1.2. Training is tailored {o the needs of individual auditors 2nd inciudes both thecretica 3 6 10 13 a8
knowledge and #ts practical application.

1.3 Internal auditors keep up-to-date with current developments in auditing and the issues [H 4 12 16 T8
facing the audited body.

11.4 All staff maintain competence through professional development. 1 6 11 14 73

115 The chief internal auditor co-ordinates and keeps under review the training and 1 9 2 14 7C

development requirements of internal audit staff.
Reporting and follow-up arrangements

Interral audrt has clear reparting arrengements thar provide management with ar,
apinfon on the adequacy of internal conteals.

12 The chief internal auditor produces an annual report, which contains a view on the 13 & 4 6 35
soundness of the coundl's internal control system,

122, Internal audit has documented, systemnatic, precedures in glace for producing and i ) 6 19 78
clearing reports.

12.3. Reporting arrangements, including timescaies for drafting, finalisation and managernem 4 g 13 7 57
action have been agreed with mznagement,
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12.4, Internal audit produces clear, concise, constructive writien reports. 4] 1 16 15 81

125 Before issuing final reponts, internal audit discusses the cemtents with management, 0 3] 5 27 B85
and may submit a draft to confirm factual aceuracy.

12.6. Where internal audit and mzanagement disagree the relevance of the factual content, 0 1] 5 37 g5
the chief internal auditor has the opportunity to refer to this in hisfer report.

fnternal apdit follows-up recommendations o ensure action s aken.

13.1. Internal audit, agrees *SKMART' action plans, which identify persons responsible for 3 2 9 18 77
impiemeniation, with management to review progress of implementation by both
parties.

13.2. Internat audit reports instances of fzilure to comply with action plans to the corporate & 8 1?2 & 52

managameant team.

13.3. Where management do not implerment internal audit findings, it is clear that they accept 4 & 15 5 8§
the risk resulting from net taking action.

13.4. The rasults of follovw-up work by internal audit are used 1o update the comprehensive & 12 10 4 46
risk assessment,

13.5. The results of follow-up work by internal audit zre used o inform updated audit plans. A & 132 9 81

Holding internal audit to account for its performance

Internat audit has & performance management framework that ensuras continuous
reviely af fts performance

141 Internal audit is accountable to an audit committee or equivaient body, 3 5 L 13 &g

14.2. Tha chief internal auditor prepares an annual plan that is presented to senior management 3 4 5 16 73
and the audit committee (or its equivalent).

143, Internal audit has a documented system for evaluating the perfarmance of the unit as 3 7 15 7 80
a whole.

144 The chief internal auditor uses a set of indicaters 1o maasure the performance of internal P 7 14 9 BS
audit.

14.5. The chief internal auditor continuousiy maintains and develops the performance of 1 3 13 15 77
internal audit.

14.6. Internal audit is accredited under a national or international quality standard (eg, IP 15 4 i 5 34
EFOM, etch
The chiel internal auditor promotes and mainians professional standerds m miermal
SLT

15.1. internal auditors possess knowledge of the council and 15 systermns 10 a level commensurate Q 1 12 19 85
with their rafe in the unit.

15.2. Internal auditars are impertial in discharging their responsibilities. 0 1 g 22 8BS

15.3. Disciplinary procedures are invoked where a staff member contravenes the ethical 0 i 13 17 82

standards required by the accountancy bodies.

15.4. Imemal audit maintains a current register of declarations of interest, and acceptance 5 6 12 9 5%
of hospitality.
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Appendix 5. Client survey
findings

Questionnaires were provided to each council's head of service for
education, housing and social work. For each questian, the table shows the
percentage of respondents who agreed or disagreed, and the average score. A
total of 86 responses were received from a potential maximum of 96
questionnaires (90% response rate}.

-100% g

&

100%

I have been given adequate @ Strongly disagres
Iniarmatke s on tne rale snd
purpese of internal augt

"

(" Tend to disagree

I Tend ta agree

1he mainsgle of internal audit is
te detect frawd and irrequlaicy

@ Sirongly agree

1 am satislfied that internal augit
is Independent

| [ WL S

Internal audit should be
aceountable te a groun of elected
Members

Intzrnal audit should be
arcountable w0 an indacen dent
Qroup of sffeers

Internal udit should be
accountable to 3 indepen dent

Jond groue of officers and
. MEMDErs

l.am consulted by internal audit or
the key msks and comticat syssems
I Yy aes

| am geeen &n cppoctunity to
comment onnwernal audits
strateqic and anradal wark plans

i have an epportunty 1q provide
input ta the planning of nterna*
il mrk

| em kept infermed whete planned
internal audit wore i my service is
delayed or deferred untit a later
date

Iwas orgn adeguate notification
ol the start of the audit wery

By desartment would benetir
ifem inoee internat sudit work
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Client survey findings, continued.

~100%:

The: audit addressed key ® Strongly disagree
Managemnemnt controls, systems

and risks 2 Tend 1o disagree

O Tend to agree

 Imernal audit w3t on the
assignment were knowledgeahle
about my operanans

@ S{rongly agres

Thera was ne disrupt:on to my
wetrrkplace during the audit

Internal audit statf aperated in a
Rrotessionsl manner

The audet firdings were
adeguately supported by svidence

Recommendations made in the
audrt were clear, constructive
and relevant

| usually agrae with duirt
recenimendatiens

internal audit foliow up their
eCOMMENdations o ersure
agneeq acron taken

Internal audit sta#f
communicated key 155ues ang
audi findings to me as they
2rose during ther work - there
YWETE MO Majae surpnses i fner
draft reports

The elapsed time from inal
drafting to issuing the final
Q0T was approprate for the
audit work done

The final audit reort was tirmely
In camparison to the end of the
fieldwork

The aught work was warthwhita
ang added valua to the work of
My tepartment
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Appendix 6. The views of chief
executives and directors of
finance

There were 30 responses from chief executives (94% response} and 31
respenses from directors of finance {97% response).

-30% 0% S0%% 100%
Annual nternsl 2udit plans are based on an c # Strongly disagree
analysis of the risks 10 which the councii is
exposer D 7 Tend to disagres

.  Tend ta agree

& Strongly agree

C
The wark of internai audit adequately addresses
1he key management controls, systems and [#)
risks
C

Internal audit cperates 1o standards s set out
in the CIPFA code of practice for inkzrnal audit D
m local government

Internal audit produces good gquality work s}

Internal audit has the resgurces, ckills ard
expRrience 10 undarake the work the council 3]

. Fequires

C

Imarnat audiz alway: completes its priarity D
work within plannad timescales

C
Internal audit repen recirmmeandations are
clear, constructive, and relevant

o

C

Intermal audt follows-up its recommendations D
10 anSure agread actian taker

B C
The work of internal audit 4 subject to
adeguate independent corporate scrutiny

(e, by audit commites or equ‘nralen'a D

= Chief executive D = Director of finance
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‘Auditing Practices Board Auditing Guidelines’.

Section 95 of the Local Government (Scotland} Act 1973,

Intternal control — The whole systemn of controls, financial and otherwise,
established to provide reasonabie assurance of effective and efficient
operations, reliable financial information and reporting and compliance
with laws and regulations.

Developments in the private sector that have had a significart impact on
how an internal audit function should operate include:

1992 - *The report on the Commuttee of Financial Aspects of Corporaie
Governange” (the Cadbuary report) defines corporate gavernance as “the
systern by which organisations are directed and controlied”™ Cadbury
suggested three important principles: openness, integriry, and
accountability.

1994 — The Rutterman working group published its guidance: ‘Internal
Control and Financial Reporting: Guidance for Directors of Listed
Companies Registered tn the UK

1995 — The Greenbury Committee provided recommendations on good
practice in determining directors’ pay.

1995 — The Hampel Committee produced a ‘Combined Code’ for stock
exchange listed companies embracing the Cadbury Committee guidance,
the Greenbury Committee, and its own work.

1999 — The Turnbull Committee report ‘Internal Conirol: Guidance for
Drirectors on the Cambined Code’ has provided guidance on how the
Combined Code should be implemented.

The Leadership Advisory Panel (LAP), chaired by Alastair McNish was set
up as a result of the recommendations contained in the Mclntosh report,
which required all councils to consider whether their policy development
and decision-making pracesses were fit for the 21st century in 1erms of
openness, transpatency and accountability. The LAP reporied to
Ministers in June 2001 on the outcome of the self-reviews of policy
development and decision-making processes carried out by the 32
councils. It provides assessments on the approach taken by each council
in conducting its review and how well the new arrangements meel the
McIntosh recommendations.

‘Corporate Governance in the Public Sector’) published jointly by the
Chartered Institute of Public Finance and Accountancy{CIPFA) and the
Saciery of Local Authority Chief Executives(SOLACE), June 2001.



‘Tmplications for Audit of the Medernising Government Agenda; Public
Audit Forum, April 1993, ‘Awdit Implications of Electronic Service Delivery
in the Public Secior, Public Audit Forum, April 2001,

Public Audit Forum — Forum established by the four national audit
agencies,

‘Code af Practice for Internal Audit in Local Government in the United
Kingdom’, CIPFA, October 2000.

See note 1.

Agaregate council revenne expenditure — estimated total net revenug

expenditure plus housing revenue account meome, CIPFA Rating Review,
19939/2000.

Systems-based audit involves the auditor documenting the systems being
examined, and identifying the controls within that system. Once this has
been done, the controls are then evaluated to decide whether they are
adequate and sufficient. The auditor, as well as confirming the existence
of suitable controls, may alse highlight expected controls (ie, controls
that normally would be present in such a systern, but are missing). The
controls are then tested to ensure that they are working properly.
Regulariiy relates to the consistent application of proper and appropriate
public sector regulations and practice.

Fraud — the intentional distortion of financial statements and accounting
records and/or misappropriation of assets involving deception.

Corruption — the offering, giving, soliciling or acceptance of an
inducement or reward that may influence the actions taken by the
audited body, its members or officers.

Conirol self-assessment (CSA) - places the onus on managers to assess
how the controls for which they are responsible address relevant business
risks. CSA nses a questionnatre or workshop approach.
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